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Abstract of the contribution:
The intended privacy work is different to the usual security work, as SID outlines the intention to apply a privacy guideline model to other specifications and future topics. Therefore we propose terms and definitions for the ongoing work to be able to create a communication model. The approach is similar to the one taken in RFC 6973 (Privacy Considerations for Internet Protocols).
Introduction

In a mobile network many nodes are involved. Those nodes might be under operator control, user control, service provider control or under the control of a third party, e.g. due to outsourcing. Confidentiality end-points vary depending on the used protocols. Intermediate nodes between two protocol entities may act as proxies. The intermediate nodes may have the possibility to read some layers of the data. They may also generate new data e.g. for charging or other purposes, and send this secondary information then to a node not part of the original protocol. Depending on the layers also different entities are involved, e.g. if an app that sends GPS data to an application server, the privacy relationship is between user device and application server and it is their responsibility to take care of the confidentiality, e.g.  of the location information.
In a privacy relevant communication model those variants have to be properly reflected. 
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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] RFC 6973 "Privacy Considerations for Internet Protocols", http://www.rfc-editor.org/authors/rfc6973.txt
[3] OECD privacy principles
[4] 3GPP TR 22.949: “Study on a generalized privacy capability”
3  
Definitions, terminology and abbreviations



3.1
Definitions and Terminology

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. Refer to 3GPP TR 22.949 [4], and also with considering the evolving network. Possible roles involved related to the privacy analysis are listed below:
Attacker: An attacker is an entity with malicious intent that compromises the privacy of a user by obtaining personal data, e.g. user data and traffic data. An attacker does not have a legitimate reason to receive this data. An attacker can be active or passive. A passive attacker is an observer. An active attacker generates traffic to obtain personal data or has the possibility to modify communication.

Authorized: An entity involved in the communication that is acting on behalf of one of the other entities and this other entity has agreed to this e.g. by signing a contract or settings etc.
Communication: Communication takes place between at least two entities and is using at least one protocol. It may consist of a series of messages. A communication may consist out of different communication phases.

Communication Initiator: A communication initiator is the node (e.g. ME) that initiates the start of a communication to one or several recipients.

Communication phase: A communication phase is a group of messages, which are part of a communication.
Eavesdropper: A passive attacker observing with a malicious intent.
Home operator: The PLMN operator, with whom the user has the subscription.
Intermediary: An intermediary is an entity where the communication or parts of thereof from the communication initiator to the recipient is passing through. The intermediary may be able modify or have visibility of the communication or parts of it. Typical intermediaries are base stations, proxies, caches, relay servers etc. Depending on the protocol used and the layer, the intermediaries for a communication may differ. Also there might be different intermediaries for incoming and outgoing communication messages and in some cases, there may be a series of intermediaries that are traversed. 

Location: Location is the geographical information where the terminal resides. This might be a GPS coordinate or some other local data (e.g. CellID or country).
Observer: An observer is an entity that observes a communication; this can be for a legitimate purpose or illegitimate purpose. An observer may only be an observer for some layers of a communication.
Operating administrator and maintenance personal: The person who administrates/maintains privacy information during its whole life time or is responsible for administration and/or maintenance, may be also responsible for privacy issues like privacy storage in network element.
Personal information: Personal information or Personal Identifiable Information (PII) is data that can be related to a user either directly or by collusion. Personal information can be gathered from user data and traffic data.
Recipient: The secondary end-point of a communication. The recipient might be different for different layers of a communication protocol.

Requested Service: A requested service is a service that the user agreed to potentially use. This might be a radio technology e.g. 5G or telco service e.g. IMS or an application server e.g. visiting a website and signing in to a service.  The user has agreed in some way to potentially use the service, this might be via visiting a web site or signing a contract.
Service provider:
1) A service provider who is a 3GPP operator – home or visited – (e.g. location services) or a third party provider acting on behalf of the operator and offering a service to the user;

2) A third party service provider who use operator’s network to provide service (e.g. MTC service provider) and has a co-operation with the visited or home operator.

3) A third party service provider who just uses the network connectivity to provide service, but has no business relationship with the operator.

User: In general it is assumed, that the user is provided with a 3GPP subscription and extended to service specific entities. The user is the person, to whom the personal information relates to.
Visited operator: An operator of a PLMN, which is not the home operator. A visited operator may e.g. be the operator of a 3GPP network, in which the user currently is roaming.
Editor’s Note: This section should contain a definition for basic privacy related entities. Essential basic entities are at least:

· 
· 
· 
· 
· 
· 
· 
In addition, there need to define:

· 
· Identity

· Identifiable

· 
·  
· 
· 
· 
· 
· 
· 
· 
· 




3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>
