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Abstract of the contribution: This contribution clarifies the functiond of Web id and IMPU in the scenario of  using Web id direct registration in IMS , and proposes a possible method of solving the routing of session.
1 Introduction   
The solution of using Web crededential to register with IMS directly is described in the section 6.1.2.4 of TR 33.871 ,but it is not clear which identity is used for the Calling line Identification Presentation , and route of imcoming and outgoing calls needs to be ffs, this contribution proposes a possible solution to solve this problem.
2 pCR 

***
BEGIN CHANGES
***
6.1.2.4
Use of direct authentication between WIC and eP-CSCF

In this solution, user uses the web credentials to register with IMS directly, which WIC executes the SIP Digest mechanism to perform the authentication procedures. It is assumed the mapping of web identity and IMPU is stored in HSS, Web identity is acted as the IMPI function used for authenticating the subscription, and as usual, the IMPU is used to identify the user in the session.
Editor’s note: It is ffs whether this solution is in the scope of scenario 2 described in Clause U.2.1.3 of the TS 23.228.

As shown in Figure 6.1.2.4-1, the signalling flows can be demonstrated as follows:

1. REGISTER request (WebRTC IMS Client to eP-CSCF)

The WebRTC IMS Client establishes a secure WebSocket connection with the eP-CSCF and sends a REGISTER request. The REIGISTER request message includes the user’s Web indentity and the WWSF identity.

NOTE: WWSF identity is used to distinguish the Web service provider, and serves for the proxy to find the AVs. If the Web identity is in the format of bob@socialnet.com which has already clearly shown the specific web service provider, then the WWSF identity may not be needed. 

2. eP-CSCF forwards the REGISTER Request

The eP-CSCF and the I-CSCF respectively forwards the REIGSTER Request towards the S-CSCF as described in Annex N of TS33.203 [5]. The I-CSCF queries the HSS to find the address of the S-CSCF. At this stage, the HSS shall check the user’s Web identity maps with a specific IMPU (e.g., via databace of the mapping relationship between user’s Web identity and IMS identity). The S-CSCF checks whether the REGISTER Request is related to SIP Digest in terms of the rules in Annex P of TS33.203. If it is, the procedures apply below.

Editor's Note: Routing of incoming and outgoing calls are ffs, one of the possible methods is that the Web identity as the temporary IMPU or WIC/eP-CSCF generating a special temporary IMPU sent to the IMS networks for initial registration, but this temporary IMPU is barred for the session, and the IMPU linking with the Web identity is implicitly registered.In this way the IMPU can be used for session.

Editor's Note: Whether inter domain calls (i.e. between two IMS operators) are possible when web identities are used for addressing is ffs.
3. Authentication Vector Request

After receiving the REGISTER request, the S-CSCF shall send the Authentication Vector Request (AV Req) towards HSS. The AV Req message includes the user’s Web indentity and the WWSF identity. 

4. Authentication Vector Reponse 

Upon receiving the request from the S-CSCF, the HSS forwards the request towards the proxy. The proxy sends the AV consists of Web identity, qop value, the algorithm, realm, and H(A1) based on the user’s Web identity and the WWSF identity to the HSS, H(A1) consists of the Web identity, realm, and password. And the HSS passes the AV to the S-CSCF.

NOTE: The proxy is the intermediate entity between the IMS and the authentication service and it’s a component of the HSS. The proxy serves for sending the AV which has been synchronized for each Web user with the authentication service offline in advance. How does the synchronization process is left out of scope. 

5.  401 Auth_Challenge (S-CSCF to eP-CSCF)

The S-CSCF sends a SIP 401 Auth_Challenge to the eP-CSCF, including the Web identity, realm, qop, algorithm, and new generated random number nonce. Meanwhile, the S-CSCF stores H(A1).

6. 401 Auth_Challenge (eP-CSCF to WebRTC IMS Client)

The eP-CSCF forwards the 401 Auth_Challenge to the WebRTC IMS Client.

7. REGISTER Digest-Response (WebRTC IMS Client to eP-CSCF)

Upon the receipt of the challenge, the WIC generates a cnonce, and uses the cnonce as well as paramenters in the receive challenge to compute an authentication response refer to RFC 2617 [21]. 

8. eP-CSCF forwards the Digest-Response

The eP CSCF forwards the authentication response to the I CSCF, which queries the HSS to find the address of the S CSCF. And then, the I CSCF forwards the authentication response to the S CSCF. The S-CSCF calculates the expected response using the previously stored H(A1) and stored nonce together with other parameters (e.g.,  cnonce, nonce-count, qop, as specified in RFC 2617 [21]) and uses this to check against the response sent by the WIC.

9. 200 (OK) response (S-CSCF to eP-CSCF)

The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that Registration was successful.

10. 200 (OK) response (eP-CSCF to WebRTC IMS Client)

The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
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 Figure 6.1.2.4-1:  WIC direct authentication using web credentials
***
END OF CHANGES
***

