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Abstract of the contribution: This contribution proposes adding solution #3.6 into the ProSe TS.
Discussion 
The proposed text for the TS is based on the S3-140481that was submitted for information to SA3#74_bis. The following are the changes from that version:
Confidentiality only: This proposal contains only confidentiality protection as this seemed to be the direction SA3 is heading (see S3-140462), although adding integrity protection would be easy. 

Moved  key derivation to annex: This is to allow all usages of KDF to be kept in a single annex together as in TS 33.401 and referred directly to this annex. Requirements updated: aligned the requirement with latest version of the TR and updated them for bearer layer security only. 
PC3 and UE to ProSe Key Management Server security: these were made as FFS as CT1 needs to decide on a protocol before final decision can be taken on our side.
Made PGK Identity 1 byte long: It seems unlikely that there will be more than a few PGKs valid at any time for a given group, and hence 256 possible values are enough.
Made both PTK Identity and Counter 2 bytes long: This means that 232 packets can be sent under a PGK before the keystream would repeat and at most 216 packets under one PTK. 232 is equivalent to over 4 years of sending data at 30 packets a second. If PGK hasn’t changed at this time a new Group Member Identity could be fetched. 
Proposal

It is proposed that SA3 approved the below pCR for inclusion in the TS. 
Proposed pCR
************ FIRST CHANGE **********
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3GPP TS 23.303: "Proximity based Services; Stage 2".
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3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[4]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[5]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[aa]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
************ NEXT CHANGE **********
6.Z
One-to-many communications
6.Z.1
General

The one-to-many communications feature in clause 5.4.1 of  TS 23.303[2]. The functionality may only be supported by ProSe-enabled Public Safety UEs.
6.Z.2
Security requirements
The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Function.

For the distribution of the keys, the following requirements apply:

The shared keys and session keys, when used for out of coverage scenario, shall be protected in integrity and confidentiality during their distribution.



Editor’s Note: The type of keys to be protected is FFS. 

Only authorized ProSe-enabled UEs shall receive the shared keys. 

It should be possible for the UE 
to authenticate the network entity distributing the shared keys or the group member distributing the session keys.

Note: expired keys may need to be kept.

It should be possible for the UE to store shared keys for past and future cryptoperiods.

The mechanism for distributing session keys should support late entry to group communications.

For the protection of the data transmission between the UEs, the following requirements apply
The system shall support providing the Public Safety ProSe-enabled UEs with the all the necessary keying material and chosen algorithms that will be used protect the data sent between the Public Safety ProSe-enabled UE(s). This material shall be provided without requiring signalling between the Public Safety ProSe-enabled UEs.

Confidentiality of one-to-many communications should be provided for both the in-coverage and out-of-coverage cases. Its use would be a configuration option related to network operations and should hence be under control of the network operator.
Integrity protection of one-to-many communications in PDCP layer is agreed to not be supported.
Security mechanisms must scale effectively to large groups, and be compatible with rapid setup of group communications.
6.Z.3
Solution description
6.Z.3.1
Security keys and their lifetimes

A UE needs to have a PGK (ProSe Group Key) provisioned for each group that they belong to. From this key, a UE that wishes to broadcast some encrypted data must first generate a PTK (ProSe Traffic Key). The parameters used in this generation ensure that PTKs are unique for each UE and need to be transferred in the header of the user data packet (see below for more information). 

From the PTK, a UE derives the needed ProSe Encryption Key (PEK) to be able to encrypt the data. The UE can protect the data to be sent with the relevant keys and algorithms at the bearer level (see 6.Z.3.3 for more details). A receiving UE would need to derive the PTK using the information in the bearer header and then the PEK used to decrypt the data. 

When the PGKs are provided to the UE, they shall be provided with an Expiry Time. The Expiry Time of the PGK needs to be set such that the keys for later periods have a longer Expiry Time.
When protecting data that is to be sent, the UE uses the first of the PGKs that has not expired to derive the PTK etc. When receiving protected data the UE shall only use a PGK that has not expired or the PGK that has most recently expired. All other PGK should be deleted.

6.Z.3.2
Identities

The PGKs are specific to a particular group and hence have a Group Identity associated with them. In addition each PGK associated with a group has 8-bit PGK Identity to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. This means that the combination of Group Identity and PGK Identity uniquely identifies a PGK. The Group Identity is the Layer 2 destination identity of the group.

Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source when the UE sends data.

A PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity and a 16-bit PTK identity. The PTK Identity is used as part of the derivation of PTK to ensure that all PTK are unique.  

A 16-bit Counter is used under a particular PTK to ensure keystream freshness and in the same way that the PDCP Counter or NAS Counters are used in regular LTE, i.e. each Counter value shall be used only once with a particular PTK..
6.Z.3.3

Security flows

The protection of one-to-many communication proceeds as shown in the figure below.
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Figure 6.Z.3.3-1: One-to-many security flows

0a or 0b: If needed the UE is configured with any private keys, associated certificates or root certificate that they may need for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials will be used to protect that interface. The UE may also be pre-configured with the address of the ProSe Key Management Function.
0c and 0d: The ProSe Function needs to be configured with which subscriptions (either mobile subscriptions or identities in certificates) are member of which groups.

1a or 1b: The UE fetches the one-to-many communication parameters from the ProSe Function. As part of this procedure the UE gets its Group Identity (see TS 23.303[2]). In addition the UE may be provided with the address of the ProSe Key Management Function that it will use for obtaining keys for this group.

2a.i or 2b.i: The UE sends the Key Request message to the ProSe Key Management Function including the Group Identity of the group for which it wants to fetch keys. 

2a.ii or 2b.ii: The ProSe Key Management Function responds with the Key Response message. This message contains an ordered set of key information made of ProSe Group Key Identity, ProSe Group Key, Expiry Time, the UE’s Group Member Identity and the security algorithm that the UE should use when sending or receiving protected data. 

3a or 3b: The UE calculates the PTK and  PEK to protect the traffic it will send to the group. It does this by selecting the PGK as described in subclause 6.Z.3.1 and uses the next unused combination of PTK Identity and Counter. It then protects the data using the algorithm given in step 2x.ii.

4a or 4b: A receiving UE gets the Group Identity and Group Member Identity from the layer 2 header. It then uses the PGK Identity provided to first check that the PGK is valid (see subclause 6.Z.6.2.1) and if so calculates the PTK and  PEK to process the received message.
6.Z.3.4
Protection of traffic between UE and ProSe Function 
Editor’s note: The security procedures for PC3 interface are FFS.
6.Z.3.5
Protection of traffic between UE and ProSe Key Management Function
Editor’s note: The security procedures for this interface are FFS.
6.Z.3.6
Protection of traffic between UEs

6.Z.3.6.1
Protection of data

ProSe enabled Public Safety UEs shall implement EEA0, 128-EEA1 and 128-EEA2 and  may implement 128-EEA3 for ciphering one-to-many traffic.
The LTE ciphering algorithms (see TS 33.401[aa]) are used with the following modifications;

Direction is always set to 0;

Bearer[0] to Bearer[4] are set to zero

COUNTER is pre-pended with 0s to make it 32 bits long and it is input into COUNT[0] to COUNT[31]

6.Z.3.6.2
Key derivation data in PDCP header
In terms of signalling between the UEs to transfer the relevant security information, e.g. to indicate the correct PTK to use to calculate PEK, the  header of the PDCP packet shall contain the PGK Identity,PTK Identity and Counter. This is illustrated in figure 6.Z.3.6.2-1.
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Figure 6.Z.3.6.2-1: Security aspects of the PDCP packet
Note that the Group Identity and Group Member Identity are parameters present in the MAC header.

************ NEXT CHANGE **********
Annex X (normative):
Key derivation functions

X.1
KDF interface and input parameter construction

X.1.1
General

This annex specifies the use of the key derivation function (KDF) specified in TS 33.220 [5] for the current specification. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 

X.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [5], FC values allocated for this specification are in range of 0x49 – 0x4F
. 
X.2
Calculation of PTK
When calculating a PTK from PGK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5].

-
FC = 0x49
-
P0 = Group Member Identity

-
L0 = length of above (which is FFS)

-
P1 = PTK Identity

-
L1 = length of PTK Identity( i.e 0x00, 0x02)
The input key shall be the 256-bit PGK.
X.3
Calculation of keys from PTK
When calculating a PEK from PTK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5].

-
FC = 0x50
-
P0 = 0x00
-
L0 = length of P0 (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)
Note: If more than one keys is needed from PTK, then parmater P0 could be turned into an algorithm identifier as in TS 33.401[aa].
The algorithm identity shall be set as descibred in TS 33.401[aa]. 
The input key shall be the 256-bit PTK.
For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.

************ END OF CHANGES **********

�Added to TR requirments to make it clearer


�This values may need to be changed if another specification needs some at this SA3 meeting, i.e. must align with CR to TS 33.220 





_1460748074.vsd
UE1


UE2


ProSe Function


1a. Service authorisation 


2a.i Key Request (Group ID) 


4a. Process received data


2a.ii Key Response (Group Member ID, PGK ID, PGK, Expiry Time, algorithm) 


1b. Service authorisation 


3b. Send protected user plane


3a. Send protected user plane


2b.i Key Request (Group ID) 


ProSe Key Management Function


0a. Configure


0b. Configure


0c. Configure


0d. Configure


4b. Process received data


2b.ii Key Response (Group Member ID, PGK ID, PGK, Expiry Time, algorithm) 



_1460467612.vsd
PGK Id


PTK Id


Counter


Encrypted Payload



