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Abstract of the contribution: This contribution discusses what need to be standardised for the one-to-many communication
Discussion
Much of the work on ProSe one-to-many direct communications has focused on the layer at which security should be applied, e.g. the bearer layer or at a higher (application/session/media type) layer. In addition there needs to be some security defined for the protecting the PC3 interface between the UE and ProSe Function that carries the configuration data using OMA DM to the UE and also the protection of the delivery of group keys and related security information if this is to come from an entity other than the ProSe Function.
The advantage of bearer layer security is that it protects all the traffic that is being sent between the UEs using one-to-many ProSe direct communications, i.e. if  a new type of traffic is desired at a later date, then the security is already defined. Put another way, bearer layer security provides a good basic level of security for all applications that run between the UEs involved in one-to-many communications.
In contrast, higher layer security provides the advantage that it can protect the data over several hops. An example of this would be the using a ProSe UE-to-network relay to access a GCSE service. Another possible example would be using a ProSe one-to-one communications channel or UE to UE relays to access a GCSE-like service that is run entirely out of coverage. With these examples it is important to note that the security at the higher layer for these services would be established as part of the service rather than as ProSe related signalling, i.e. not in the scope of ProSe. 
A related point here is that the scope of the ProSe WID was to provide security for the functionality standardised by SA2 and SA2 has only standardised the transfer of IP (multicast) traffic and not any particular service or type of traffic that might be transferred over that bearer. For the above reasons, it is proposed that Rel-12 ProSe is limited to specifying bearer security. 
Proposal

It is proposed that SA3 agree that only the following shall be standardised in the Rel-12 ProSe security TS:
1. Security between the UE and ProSe Function for protection of configuration data
2. Bearer level security if SA3 decides it is necessary

3. Delivery of keys and related security information if 2 is standardised (this may have the same security as 1 if keys come from the ProSe Function)

