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1 Introduction  
This contribution is intended to add a privacy requirement in the draft_TR33.849 section 5.2.3.
2 Analysis
IMSI, IMEI, MSISDN is very important user and UE identities. They may appear in many databases and files, such as Call History Records (CHR), Call Detail Records (CDR), and Measurement Reports (MR).  And, they are used in many 3GPP network elements, including (e)NB, GGSN, SGSN, MME, HLR, AAA, etc to provide services and support network operations.

IMSI is stored on the SIM card, and the information in it can be used to effectively distinguish mobile users. If the SIM card is embezzled, the infromation of IMSI could be utilized by others. MSISDN is the number of phone call. And IMEI corresponds with each phone and it is unique in the world. 
If they are embezzled, some disserve could be caused, eg.
· Attackers could use other people’s phone number to release bad information.
· Attackers could dial harass phone calls.
· Attackers could have spoof call.
Thus, the users may be disturbed, and worse, their properties are threatened.
3 Proposal

It is proposed that a privacy requirement is added in the draft_TR33.849 section 5.2.3.
4 pCR 

***
BEGIN CHANGES
***
5.2.3
Privacy Requirements
Req1: The UE’s permanent identities (IMSI, IMEI, MSISDN, IP, MAC) shall be protected against unintended exposure. 

Req2: If UE’s permanent identities need to be used or accessed, they shall be protected using Privacy Enhancing Technology such as anonymization techniques.
Req3: The UE’s permanent identities (IMSI, IMEI, MSISDN) shall be protected against embezzled.
***
END OF CHANGES
***
