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Abstract of the contribution: The contribution proposes to add text to clause 6.3.6.2.3 on algorithm indication.
1. Introduction
In the solution of one-to-many communicatioin described in TR 33.833 Clause 6.3.6.2.3, the receiving UE may select a different algorithm from what is used for protection, which will cause failure in step 4a and 4b Process received data. 
In order that the receving UE will have sufficient knowledge to choose the correct algorithm to process the received data, it is proposed that UE indicates in step 3a and 3b the algorithm it used for data protection. 

2. Proposal

We kindly propose that SA3 agrees the following change to the current TR 33.833.
*************************** Start of CHANGE ***************************
6.3.6.2.3

Security flows

The protection of one-to-many communication proceeds as shown in the figure below.
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Figure 6.3.6.2.3-1: One-to-many security flows
0a or 0b: If needed the UE is configured with any private keys, associated certificates or root certificate that they may need for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials will be used to protect that interface. The UE may also be pre-configured with the address of the ProSe Key Management Function.
0c and 0d: The ProSe Function needs to be configured with which subscriptions (either mobile subscriptions or identities in certificates) are member of which groups.
1a or 1b: The UE fetches the one-to-many communication parameters from the ProSe Function. As part of this procedure the UE get their Group Identity (see TS 23.303[20]). In addition the UE may be provided with the address of the ProSe Key Management Function that it will use for obtaining keys for this group.

2a.i or 2b.i: The UE sends the Key Request message to the ProSe Key Management Function including the Group Identity of the group for which it wants to fetch keys. 

2a.ii or 2b.ii: The ProSe Key Management Function responds with the Key Response message. This message contains an ordered set of key information made of ProSe Group Key Identity, ProSe Group Key, Expiry Time, the UE’s Group Member Identity and the set of security algorithms that the UE should use when sending or receiving protected data. 

3a or 3b: The UE calculates the PTK, PEK and PIK as necessary to protect the traffic it will send to the group. It does this by selecting the PGK as described in subclause 6.3.6.2.1 and uses the next unused combination of PTK Identity and Counter. It then protects the data using the algorithm given in step 2x.ii, and indicates in the message that which algorithm is being used for the data protection.

4a or 4b: A receiving UE gets the Group Identity and Group Member Identity from the layer 2 header. It then uses the PGK Identity provided to first check that the PGK is valid (see subclause 6.3.6.2.1) and if so calculates the PTK, PEK and PIK as needed to process the received message.
*************************** End of CHANGE ***************************
