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Abstract of the contribution: This pCR proposes to clean up the terminology used for requirements, and to make clear that security assurance activities, like fuzzing of 3GPP protocols are not covered by the security compliance tests, but rather during the Basic Vulnerability Testing.
1 Introduction 
TR 33.916 uses a number of different terms for different types of requirements, e.g., Security Requirement, Security Functional Requirement, Security Compliance Requirement, and requirement.
The core change of the pCR is to clarify that the requirements captured in the 3GPP TSes are security functional requirements, which are not related to Basic Vulnerability Testing. Therefore, assurance activities like fuzz testing of 3GPP defined protocols will not be covered by the Security Requirements (which are security functional requirements and hardening requirements), but will be covered by the Basic Vulnerability Testing.
It is proposed that SA3 approves the pCR below for inclusion in TR 33.916.
This pCR only includes the changes from S3-140421 that relates to the final added paragraph. The changes that S3-140421 proposed for the rest of clause 5.2.3.1 were approved by SA3#74bis in S3-140609.
Modifications are shown as changes on changes in the last paragraph. They are the result after offline discussions with TeliaSonera, Alcatel-Lucent and NSN. The core of the changes is as follows:

-
Basic Vulnerability Analysis has been replaced by the correct term Basic Vulnerability Testing

-
Mention that SECAM covers hardening
-
Adding a concrete example of a negative test instead of fuzzing, as an example of Basic Vulnerability Testing.
2 pCR 

***
BEGIN CHANGES
***
5.2.3
Security Requirements 

5.2.3.1
Introduction

3GPP SA3 will have to list the countermeasures deemed relevant to mitigate the risks identified in the threat assessment. These countermeasures will take the form of either:

-
security requirements on the network product class with associated test cases (as defined by the chosen methodology for SECAM) 

Editor’s note (* linked to Editor’s note in 5.2.2): It is ffs whether the assumptions on the Operational Environment are part of the Security Problem Definition or whether they are part of Security Requirements(i.e. next bullet point).
-
or operational environment security assumptions that could also be documented in SCAS for a given product class 

The Security Requirements within the SCAS document shall contain the security requirements identified according to the threats (see Figure 5.2.3.1-1).
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Figure 5.2.3.1-1: Process for deriving security compliance requirements in a SCAS document

The security requirements will include security functional requirements as well as hardening requirements. The security functional requirements are ensuring the existence of security functionalities in the network products in order to achieve security objectives (e.g. 3GPP functional requirements). The hardening requirements are either ensuring the absence of unneeded or insecure functionality, or impose a restriction on a function forcing it to behave in a more secure way. 

The purpose of hardening is to reduce the attack surface and security vulnerability of the network product and to ensure that security functions of the network product cannot be bypassed. SECAM will specify hardening requirements that should be part of the evaluation. Those requirements are only intended to reduce the attack surface rather than directly related to a security function. All security requirements, those related to a specific security function as well as those related to the reduction of the attack surface, will be treated on the same footing and the text of clause 5.2.3.3applies to both "types" of requirements. Their evaluation will be based on the tests cases of the SCAS. In any case, hardening requirements test cases will imply that they must be implemented before evaluation. Hardening requirements should be formulated generic enough, or in different variants, to be applicable for a variety of anticipated OSs/applications/systems. Hardening is needed to let network products achieve the given security baseline and assurance level, alongside with other security functional requirements. 

Hardening can be the removal of services, protocols, ports, etc, in order to reduce known security vulnerabilities and minimise the risk in an existing but unneeded functionality. An example of hardening is to remove unnecessary services of general purpose software used in a specific context. It can also be a physical action like removing unneeded USB ports. An example of such a requirement is provided at the end of clause 5.2.3.3.

SECAM security requirements represent the common agreement of operators and vendors on what has to be implemented for a given network product class to achieve the required security baseline. All those requirements (including operator's initialisation and configuration requirements which have been channelled through the relevant SECAM standardization processes) have to be taken into account from the beginning of the development and design phase of the network product as well as in subsequent updates of the network product. This will ensure that network products will be developed in a way that

a)
Maximizes their likelihood to pass SECAM evaluation

b)
They operate correctly and securely when deployed in operator's networks 
c)
Avoids costly patching cycle to ensure a) and b)
5.2.3.2
Incorporation of security requirements from existing 3GPP TSs in current releases

In Figure 5.2.3.1-1, 3GPP specifications represent an input for both SPD and Security Requirements test case definition. The reason of this assumption is that 3GPP security specifications (e.g. TS 33.401 [6]) already contain several security objectives and relative security requirements which SA3 identified when designing UMTS and LTE. When looking at such type of security requirements, they can be grouped into three categories: 

1)
Security requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. 
For example, the requirement "The UE shall provide its equipment identifier IMEI or IMEISV to the network, if the network asks for it in an integrity-protected request" retrieved from TS 33.401, belongs to this category.

2)
Security requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. 
For example, the requirement "The UE shall not send IMEI or IMEISV to the network on a network request before the NAS security has been activated" retrieved from TS 33.401 belongs to this category.

3)
Security requirements not related to protocols and behaviours necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation. 
For example, the requirement specified in clause 5.3 of TS 33.401 for eNBs and in annex I of TS 33.102 [5] for RNCs in exposed locations belong to this category.

The security requirements in the first group are already covered by the interoperability and conformance testing and SECAM documents shall not repeat these requirements or add tests for them.

The security requirements in the second category may not be covered by the interoperability and conformance testing. In this case a SCAS document might contain a reference to these requirements with the relative test cases which verify that the network products are adhered to.

The security requirements in the third category are within the scope of SECAM and they will be taken into account in the Security Compliance Requirements. A security requirement retrieved from a 3GPP TS shall refer the relative TS requirement and shall also contain a test description to verify the correct implementation of the described security features (e.g. authentication and authorization for eNB settings and software configuration changes via local or remote access, key management requirements for the session keying material and long term keys used for authentication and security association setup purposes handled by eNBs, secure environment for eNB). 

SECAM does not provide security assurance requirements in the way Common Criteria does. Instead, SECAM provides a test case for every security requirement (note that security requirements can be of two types, security functional requirements and hardening requirements). However, the Basic Vulnerability Testing described in clause 7.2.4 of the present document contains the description of fuzz testing, port scanning and other security assurance related activities perhaps not captured by the security functional requirements or hardening requirements. The Basic Vulnerability Testing may describe activities such as security testing of protocols defined in 3GPP TSes as well, for example, sending a malformed GTP message, which is known to crash some implementations of GTP, to the MME.
***
END OF CHANGES
***
�Note to editor/rapporteur: S3-140609, which was approved by SA3#74bis, contains a number of changes to this part of the text. The changes have been rejected in this pCR so that only the changes of the contentious last paragraph are visible here.





