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Abstract of the contribution: This contribution proposes to add a note describing that two DTLS-SRTP handshakes are needed if RTP/RTCP multiplexing is not supported.
1 Introduction  
The RFC 5764 mentions that if  RTP and RTCP are sent on the seperate UDP ports, two separate DTLS-SRTP handshakes are required, one for RTP and one for RTCP. If RTP and RTCP are multiplexed on a single UDP port, only a single DTLS-SRTP handshake is needed.
***
BEGIN CHANGES***
6.2.1.2
e2ae security for RTP using DTLS-SRTP

E2ae protection of RTP using DTLS-SRTP is similar to e2ae protection of MSRP using TLS and the session establishment procedures are therefore largely the same. In both cases certificate fingerprints need to be exchanged over SDP and the media has to be anchored in IMS by inserting a gateway on the media path. Similarly as for e2ae protection using SDES and TLS, the signalling path between the WebRTC IMS Client and the eP-CSCF needs to be secured.

Figure 6.2.1.2-1 shows the originating procedure for e2ae protection of RTP using DTLS-SRTP. The terminating procedure is similar and is not shown here. 

Note that no assumption is made on the interface between the WebRTC IMS client and the eP-CSCF except that it is SDP based and integrity protected.

Since only e2ae security is supported at the moment, the WebRTC IMS Client is required to include the indication "e2ae-security requested by UE" in every offer it creates.

It is assumed that the eP-CSCF is aware of the fact the IMS UE is a WebRTC IMS Client and automatically applies e2ae security for terminating calls.  Therefore, unlike the existing e2ae security for RTP and MSRP, there is no need for the IMS UE to explicitly indicate support of e2ae security during registration.
NOTE 1: Two DTLS-SRTP handshakes are needed if RTP and RTCP are sent over separate transport flows.  If RTP/RTCP multiplexing is used, only a single DTLS-SRTP handshake is needed.
NOTE 2: In this release, DTLS-SRTP is only intended to be used by WebRTC IMS Clients. Use of DTLS-SRTP by other types of IMS UEs may be studied in future releases.

The DTLS-SRTP profile to use is described in Annex B of this document.
***
END OF CHANGES
***

