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Abstract of the contribution:

This contribution adds a solution that notes that some public safety users will require e2e or e2ae security to operate over GCSE, and that the solution for GCSE security should not prevent the use of these types of solution.
The first addition below adds two new references (33.833 and 33.328).

The second proposes that some public safety users will require e2e or e2ae security to operate over GCSE, and that the solution for GCSE security should not prevent the use of these types of solution.
*******START OF 1st PROPOSED CHANGE FOR GCSE TR*********

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.468:  "Group Communication System Enablers for LTE (GCSE_LTE)".

[3]
3GPP TR 23.768 "Study on architecture enhancements to support Group Communication System Enablers for LTE (GCSE_LTE)".

[4]
3GPP TR 23.703: "Study on architecture enhancements to support Proximity Services (ProSe)".

[5]
3GPP TS 23.401: ""General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[6]
3GPP TS 23.246:  "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description".

[7]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)"
[8]
3GPP TR 33.833: “Study on security issues to support Proximity Services”

[9]
3GPP TS 33.328: “IP Multimedia Subsystem (IMS) media plane security”
*******END OF 1st PROPOSED CHANGE FOR GCSE TR*********
*******START OF 2nd PROPOSED CHANGE FOR GCSE TR*********
6.X 
Key issue:
Security in critical communication scenarios

6.X.1 
Issue details

SA1 gives some use cases description in 3GPP TS 22.468 [2]. 
In "See what I see" use case, it illustrates a situation where a policeman shares multimedia content (video and/or picture) with all the members of a pre-defined group (including the dispatcher and group members in the field). 
Also, in "harmonized multi-agency use case", groups of fire fighters, police and ambulance are involved.

6.X.2 
Threats

The GC in some critical scenarios related to personal safety, even national security, if these communication comprised by the attackers, it will take huge damage. The consequences of a data compromise may be much higher than general internet traffic.

6.X.3 
Security requirements

Editor's Note: Appropriate requirements are FFS. 
A solution to GCSE security shall allow e2e (UE to UE) and e2ae (UE to GCS AS) security to be used over GCSE in support of public safety users. 


6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.

6.X.4.1
Supporting e2e security
Due to the increased risk around compromise of public safety communications, some public safety user groups will require end-to-end, or end-to-access-edge security. SDES, TLS and KMS (MIKEY-TICKET) are options for e2e and e2ae security. These are described in [9]. IDENTITY is another option, proposed as an option in [8]. Other public safety users may have other, non-standard, security protocols. Commonly, these solutions transmit media over SRTP. 

*******END OF 2nd PROPOSED CHANGE FOR GCSE TR*********

