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1 Introduction:
This document presents SA3 preferred solution on Handling the Small Cell Counter (SCC) for S-KeNB derivations and to avoid Key stream repetition issue due to DRB ID reuse. 
2. Discussion
2.1. Handling the Small Cell Counter (SCC) for S-KeNB derivations
2.1.1 General

SA3 agreed on the following approach consists of the MeNB keeping track of which DRB IDs has been used in the SeNB, and when one or more of them has to be re-used, the MeNB increases the SCC and derives a new S-KeNB. The MeNB first determines whether the new DRB will re-use a previously used DRB ID or not. This can be done by the MeNB allocating the DRB IDs for the SeNB, or in collaboration with SeNB. DRB allocation, regardless of whether it is done by MeNB or SeNB, necessarily has to be done in such a way that the same DRB ID is not re-used with the same S-KeNB. There may be further ways to do this. If the MeNB concludes that the DRB ID has been used before, the MeNB increases the SCC and derives a new S-KeNB from the current KeNB and the value of the SCC.
2.1.1 High level Procedure

Note: The below figures (2.1-1) provide high level details. Exact message details and procedure depends on RAN2 decisions and message flows. 

[image: image1.emf]UE

MeNB SeNB 1

2. X2-AP: SCGAdditionIndication

(DRB#1, S-KeNB1)

1. S-KeNB1 = KDF (KeNB1, SCC=1)

3. RRCConnectionReconfiguration 

(SCC=1, DRB#1)

5. After sometime, MeNB decides to offload another DRB.and delete DRB#1 

6. Avoid duplicating DRB-ID assignment. 

7. X2-AP: SCGModificationIndication

(DRB#2 addition)

8. RRCConnectionReconfiguration 

(DRB#2 addition)

9. After sometime, MeNB decides to release SCG.

10. X2-AP: SCGRelease

11. RRCConnectionReconfiguration(SeNB-1 release)

11. Deletes S-KeNB1

13. After sometime, MeNB decides to offload a DRB.

15. X2-AP: SCGAdditionIndication

(DRB#1, S-KeNB2)

14. Increment SCC count

S-KeNB2 = KDF (KeNB1, SCC=2)

16. RRCConnectionReconfiguration 

(SCC=2, DRB#1)

19. X2-AP: SCGRelease

21. RRCConnectionReconfiguration(SeNB-1 release)

20. Deletes S-KeNB2

18. After sometime, MeNB decides to release SCG.

23. After sometime, MeNB decides to offload a DRB.

25. X2-AP: SCGAdditionIndication

(DRB#1, S-KeNB3)

24. Increment SCC count

S-KeNB3 = KDF (KeNB1, SCC=3

26. RRCConnectionReconfiguration 

(SCC=3, DRB#1)

28. MeNB decides to offload anotherr 35 DRBs in sequence at different 

time intervals and may also releases some bearer.

29. Avoid duplicating DRB-ID assignment. 

30. X2-AP: SCGModificationIndication

(DRB#2)

31. RRCConnectionReconfiguration 

(DRB#2)

32. DRB#27 and DRB#32 are active

33. Could not avoid duplicating DRB-ID assignment (due to 

DRB ID exhausted). 

34. X2-AP: SCGRelease

36. RRCConnectionReconfiguration (SeNB-1 release)

35. Deletes S-KeNB3

39. X2-AP: SCGAdditionIndication

(DRB#1, DRB#2, DRB#3, S-KeNB4)

38. S-KeNB4 = KDF (KeNB1, SCC=4)

40. RRCConnectionReconfiguration 

(SCC=4, DRB#1, DRB#2, DRB#3)

4. Derives S-KeNB1

12. Deletes S-KeNB1

17. Derives S-KeNB2

22. Deletes S-KeNB2

27. Derives S-KeNB3

37. Deletes S-KeNB3

41. Derives S-KeNB4

0. MeNB decides to offload a DRB. 

Initial offloading

DRB Addition / Deletion

SCG Release

Offloading with new Key

Key Refresh Procedure

7A. X2-AP: SCGModificationIndication

(DRB#1 deletion)

8B. RRCConnectionReconfiguration 

(DRB#1 deletion)


Figure 2.1.1-1: Possible scenarios of dual connectivity with a SeNB and mechanism for key handling
Step 0 to 1: The MeNB decides to perform dual connectivity with SeNB-1 for the UE. Then the MeNB derives S-KeNB1 by incrementing SCC=1.

Step 2 to 4: provides high level details of X2-AP: SCG Addition procedure carrying the security parameters. DRB ID assignment is considered to be handled by MeNB and MeNB assigns different DRB IDs. The UE and the SeNB-1 derives KUPenc key to protect the user plane traffic between them. 
Step 5 to 8: provides high level details of X2-AP: SCG Modification procedure carrying the security parameters. MeNB initiates the SCG Modification procedure to add DRB#2 in addition to DRB#1. For SCG Modification procedure, new key is not issued and old key (KUPenc, derived from S-KeNB1) is used for protecting both DRB#1 and DRB#2. 
Step 9 to 12: provides high level details of X2-AP: SCG Release procedure carrying the security parameters. The MeNB initiates release procedure to release all resource in SeNB for the UE. Once the UE and the SeNB receives the SCG Release message, keys are deleted. Since SCG context is deleted any fresh offload will create a new SCG context with new S-KeNB and all the DRB-IDs (including those used in step 0 to Step8) become re-usable again.
Step 13 to 22: provides high level details of X2-AP: SCG Addition procedure carrying the security parameters followed by release procedure, after some time when MeNB decides to offload the UE to the same SeNB-1. As there is no context available (after step 12), the MeNB derives new S-KeNB2 by incrementing SCC and forwards the key to the SeNB and the SCC value to the UE. The UE and the SeNB-1 derives KUPenc key from S-KeNB2 to protect the user plane traffic between them. After the sometime, the MeNB decided to release the SeNB-1 for the UE. The MeNB initiates release procedure to release all resource in SeNB for the UE. Once the UE and the SeNB receives the SCG Release message, keys are deleted.   

Step 23 to 41: provides high level details for the scenario where the MeNB could not assign different DRB IDs, due to exhaust of DRB IDs and perform key refresh procedure. The hypothetical scenario detailed here is: New DRBs are to be added (say around 35 new DRBs), so after the use of 32nd DRB ID, DRB-IDs get exhausted. So after (or near about) 32nd DRB ID use Key refresh procedure is triggered. After key refresh re-use of the DRB IDs become possible.
2.1.2 Requisites for the agreed approach:

1:  MeNB implementation should assign different DRB-IDs for successive DRB offloading whenever possible. 
NOTE: Rationale for having the MeNB assign the DRB IDs is that otherwise an extra handshake is needed between SeNB and MeNB as shown in box 6 of Fig 2.1.1-1 in this document. At any rate, it needs to be standardised which roles MeNB and SeNB take in DRB id assignment.

2: If the DRB-IDs in the SeNB are about to be re-used (cannot be avoided due to DRB IDs exhaustion), then the MeNB updates the S-KeNB by incrementing the key freshness counter SCC and deriving a new S-KeNB from the new SCC and the current KeNB, the MeNB sends the new S-KeNB to the SeNB, and the SeNB derives the new key KUPenc from the new S-KeNB used by the SeNB and the UE for all bearers of the SCG context associated with this SeNB. This will require re-keying of existing DRBs in the SeNB.

NOTE: steps 1 and 2 taken together ensure that at least one of the two parameters (S-KeNB or DRB-ID) is fresh when performing SCG addition/modification procedure.

Editor’s note: any concurrency issues arising from simultaneous derivation of KeNB and S-KeNB are ffs. 
3: The Key freshness counter SCC is incremented for every S-KeNB derivation. When the SCC counter is about to wrap-around, the KeNB is refreshed. Whenever the KeNB is updated the SCC is reset to zero.
4: S-KeNB is derived by the MeNB and forwarded to the SeNB only for the SCG addition procedure (first DRB offloading, X2-AP: SCG Addition Indication).  For the successive DRB addition to the same SeNB (X2-AP: SCG Modification Indication), no new key is provided to the SeNB, unless the condition in step 2 applies. At any point of time, only one key (KUPenc) derived from S-KeNB is used for protecting all the DRBs of a UE between the SeNB and the UE. There is no security reason for storing S-KeNB after KUPenc has been derived. 
5: S-KeNB , if still present, and corresponding KUPenc is deleted by the SeNB and the UE, when the SCG release message is received from the MeNB.

3. Conclusion:

Key stream repetition due to DRB ID reuse can be avoided by assigning different DRB-IDs by the MeNB, as done in the existing systems. In worst case, if the DRB-IDs are about to be re-used, then S-KeNB refresh is performed and the new key is used by the SeNB for all bearers of the UE. 
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