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Abstract of the contribution:

This pCR proposes the text for Sec.X.1 of Super-CR on SCE for TS 33.401. It represents a combined S3-140499 and S3-140516.
1. Introduction
This pCR proposes the text for Section X.1 “Introduction” of the Super-CR on SCE Dual Connectivity for TS 33.401.
2. Pseudo CR

************** Begin Changes ***************
X.1
Introduction

This clause describes the security functions necessary to support a UE that is simultaneously connected to more than one eNB for the architectures 1A and 3C 
as described in TS 36.xxx [xx]
. The security functions are described in the context of the functions controlling the dual connectivity.

For architecture 3C 
the 
security functions described for the single connectivity mode in this specification are sufficient. The reason for that they are sufficient, is that the end-point for the encryption remains in the MeNB. That is, from a security point of view, the PDCP packets are still processed in the same locations in the architecture; they have only travelled a different path via the SeNB.
The remainder of the present clause X deals with architecture 1A as shown in Figure X.1-1
.
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Figure X.1-1 Offload architecture 1A

When the MeNB establishes security between an SeNB and the UE for the first time for a given AS security context shared between the MeNB and the UE, the MeNB generates the S-KeNB for the SeNB and sends it to the SeNB over the X2-C. To generate the S-KeNB, the MeNB associates a counter, called a Small Cell Counter (SCC), with the current AS security context. The SCC is used as freshness input into S-KeNB derivations as described in the clause X.2.4, and guarantees, together with the other provisions 
in the present clause X, that the KUPenc derived from the same S-KeNB is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use. The MeNB sends the value of the SCC to the UE over the RRC signalling path when it is required to generate a new S-KeNB.
 

The communication established between the SeNB and the UE is protected at the PDCP layer using the AS Small Cell security context, or AS SC security context for short. The AS SC security context includes the same parameters as the AS security context described in clause 7 of the present specification, except that the S-KeNB replaces the KeNB. The UE and the SeNB derives the KUPenc from the S-KeNB as described in clause A.7, cf. also X.2.4.2.
Editor’s Note: When this text goes into the spec, we need to have agreed what is part of the AS SC security context.
The MeNB maintains the value of the counter SCC as described in clause X.2.4 for a duration of the current AS security context between UE and MeNB.

*************** End Changes *********************
�if RAN2 chooses to change the numbering of architecture alternatives we have to adapt. 


�the figure shows only 1A


�we need a reference for this. I introduced this now in the preceding sentence. 


�after this new Annex has been accepted, also the functions in this Annex are 'existing'.


�the figure does not describe 3C because in 3C the SeNB does not have an S1-U interface and no PDCP.


�the use of the SCC alone does not guarantee this as we have seen from our discussion on DRB re-use.


�instructions to offload the bearer may occur without generation of a new key and increase of the SCC, and it has not been decided yet whether the SCC is sent even when it does not change, so we should decouple the offload instruction from the key generation in the text. 
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