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6.3
Key issue: Security across unicast and multicast modes

6.3.1
Key issue details

Group Communications are likely to be delivered over a mix of unicast and multicast bearers, to enable efficient use of radio resources, and provide scalability for large groups receiving the same GC from a single eNodeB.  While for unicast in the uplink and downlink communication LTE security may be sufficient (subject to the policies of public safety organisations), it will not be the case if the multicast/broadcast path is used. The broadcast via MBMS user bearer needs to be protected such that only group members that are authorized are able to access the content. 
A consistent set of security mechanisms must be presented across the two modes.

Some proposed solutions include the short-term delivery of media streams over both unicast and multicast bearers, to ensure service continuity during transition. Security mechanisms may therefore need to be consistent with this.

6.3.2
Security threats

There is a risk that an attacker might seek to use a transient state between the modes as an opportunity to breach confidentiality or integrity.

6.3.3
Security requirements

The level of confidentiality and integrity protection provided shall be the same, regardless of whether a unicast or multicast bearer is used, including during transition between the two.
6.3.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
6.3.5 
Evaluation
According to TS 23.468 the enablers offered by the 3GPP system for providing GCS may use EPS bearer services and may use MBMS bearer services for transferring application signaling data and user data between GCS AS and UEs. While the GCS AS can handle security completely independently and defined outside of scope of 3GPP Rel-12, GCS may profit from the re-usage of security functions provided by LTE security for uplink and downlink and MBMS security for downlink, i.e. confidentiality and integrity protection by LTE radio interface security, NDS/IP (which includes a 3GPP-specific profile of IPSec), MBMS encryption and integrity functions, or MBMS key distribution. 
