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1. Overall Description:
RAN2 would like to thank SA3 for their work on security aspects of small cell enhancements and the reply LS. Below we try to answer SA3’s questions and update the progress of RAN2#85 meeting.


Request 1: To complete the work, SA3 need further information regarding the procedures for small cells. In particular, signalling flows with as much details as RAN2 can muster for the procedures to setup, modify and tear down the DRBs in the SeNB would be much appreciated. For example, at which point in the signalling flow are the PDCP entities created in the UE and the SeNB, and at which point in the signalling flow encrypted user plane data can be sent from UE to the SeNB and vice versa. This information would be useful in particular for designing the functionality for starting encryption at the UE and the SeNB respectively. If RAN2 have already performed work on this, then SA3 would appreciate to learn about it.

Answer 1: 
First RAN2 would like to introduce some terminology for Dual Connectivity:

Master eNB: in dual connectivity, the eNB which terminates at least S1-MME.
Master Cell Group (MCG): in dual connectivity, a group of serving cells associated with the MeNB, comprising of the PCell and optionally one or more SCells.
Secondary eNB: in dual connectivity, the eNB that is providing additional radio resources for the UE but is not the Master eNB.
Secondary Cell Group (SCG): in dual connectivity, a group of serving cells associated with the SeNB, comprising of the Special SCell (name to be agreed) and optionally one or more SCells.

Then RAN2 would like to highlight that RAN3 have made following agreements of the scenarios supported in dual connectivity (see LS R3-140395).
1. Basic procedures to support dual connectivity in Rel-12 comprise the following: SCG Addition, SCG Modification, SCG Release and SCG Change.
2. From RAN3 perspective, optimized support of MCG Change, i.e. keeping the SCG while the MCG is changed, will not be supported in Rel-12. 
3. RAN 3 will not work on additional standard support for  LIPA/SIPTO, CSG, HeNB, SON/ICIC, Energy Saving, Relay

Then, in RAN2#85 meeting, RAN2 has agreed the following principles for the basic procedures required for dual connectivity:


SCG Addition procedure/MeNB triggered SCG modification 

Figure 10.1.2.X.2-1 shows the SCG Addition/MeNB triggered SCG modification procedure. 
1.	The MeNB sends the SCG Addition/Modification Indication message including the MCG configuration for UE capability coordination to be used as basis for the reconfiguration by the SeNB.
2.	The SCG Modification procedure as described below.



Figure 10.1.2.X.2-1:	SCG Addition/MeNB triggered SCG modification procedure
 

SCG Modification procedure 

Figure 10.1.2.X.1-1 shows the SCG Modification procedure.
1.	The SeNB provides the new radio resource configuration of SCG for the UE via X2 with SCG Modification Request message.
2.	The MeNB sends the RRCConnectionReconfiguration message to the UE including the new radio resource configuration of SCG according to the SCG Modification Request message.
3.	The UE applies the new configuration and reply the RRCConnectionReconfigurationComplete message. If synchronisation towards the SeNB is not required for the new configuration, the UE may perform UL transmission after having applied the new configuration. If the new configuration requires synchronisation towards the SeNB, the UE performs the Random Access procedure. The IE by which the SeNB triggers the Random Access procedure is FFS.
4.	The MeNB replies the SCG Modification Response to the SeNB forwarding RRCConnectionReconfigurationComplete message.

The order the UE sends the RRCConnectionReconfigurationComplete message and performs the Random Access procedure towards the SCG is not defined. The successful RA procedure towards the SCG is not required for a successful completion of the RRCConnectionReconfiguration procedure.
	


Figure 10.1.2.X.1-1:	SCG Modification procedure

SCG Change procedure 

The SCG change procedure (i.e., removing SCG1 and adding SCG2) is realized by the SCG Modification procedure as described above. The RRCConnectionReconfiguration message comprises the release of the source SCG. It is FFS whether this part of message is generated by the MeNB or the source SeNB.


SCG Release procedure 

The SCG release procedure is realized by the SCG Modification procedure as described above. The RRCConnectionReconfiguration message comprises the release of the source SCG. It is FFS whether this part of message is generated by the MeNB or the SeNB.


Establishing PDCP entities for offloaded bearers

In RAN2#85 meeting, RAN2 did not discuss other aspects of signalling flows, data forwarding or SN Status transfer.  Thus also RAN2 cannot give exact answer to the latter part of SA3 question. However, it could be assumed that the UE establishes PDCP entities for added DRBs mapped to the SeNB immediately after the UE has received RRCConnectionReconfiguration message similar to normal reconfiguration including DRB setup. During this step, it can be assumed that security keys are also generated, if not already existing. RAN2 also assumes that synchronization procedure, i.e., random access procedure, towards the SeNB is required when the first SCG SCell is configured to the UE. Therefore,

· The first encrypted UL user plane data is the first UL data transmitted after successful reception of Random Access Response.
· The first encrypted DL user plane data is the first DL data received after successful reception of Random Access Response.


Request 2: Further, SA3 has as working assumption to use a 16-bit counter per UE in the MeNB as freshness value in the S-KeNB derivation. The counter is increased for every time a DRB set up procedure is run between the MeNB and an SeNB, and is transmitted from the MeNB to the UE in the RRC reconfiguration procedure. The counter is not allowed to wrap around; wrapping around would lead to a security weakness. Before the counter wraps around, the MeNB must perform an intra-cell handover to refresh the KeNB for the UE before establishing further small cell DRBs. SA3 requests RAN2 input to decide an appropriate size of this counter that would not lead to the MeNB having to run the KeNB refresh procedure too often. 


Answer 2: 

First RAN2 would like to further understand the following:
1. 	Whether the S-KeNB is generated per DRB or per SeNB or per a special SCell in SCG (a counterpart of PCell within SeNB for the UE). It is RAN2 understanding that in the legacy system, the KeNB is assigned/generated per UE per PCell where the PCI and DL-EARFCN corresponds to the PCell. 
2. 	The timing to increase the counter for freshness value, i.e., whether it is increased every time a DRB is setup even in the same SeNB, or only when SeNB change occurs, or when the change of the special SCell in SCG occurs. 
a) Furthermore, if counter is increased per DRB setup, the question is whether it is also increased when SCG DRB is modified or released?
 
Nevertheless, even if the counter would be increased at every SCG DRB addition/modification/release, RAN2 assumes that 16-bit counter value per UE is sufficient. The 16-bit counter can generate 65,536 S-KeNBs and this looks enough even for creating keys for every SCG DRB. It takes almost 18 hours even if MeNB adds and releases SCG DRBs on SeNB every second. 

Furthermore, from SA3 LS, RAN2 understands that supporting inter-MCG HO while maintaining SCG would require additional studies from security point of view. RAN2 would like to ask SA3 if the same applies also to key change within MCG while keeping SCG. More specifically, RAN2 would like to understand if S-KeNB (and SCG) can be kept during a signalling procedure when KeNB is being changed locally, e.g., through intra-cell HO within MCG. 


2. Actions:
ACTION: 	RAN2 respectfully asks SA3 to take RAN2’s answers into account, and gives further explanation especially wrt. S-KeNB and freshness value. RAN2 will potentially update the status of RAN2 work after RAN2#85bis meeting.

3. Date of Next RAN2 Meetings:
RAN2#85bis	31 March – 4 April	Valencia,  Spain
RAN2#86	19 May – 23 May	Seoul, Korea
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