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Abstract of the contribution: This contribution provides additional details on threats, assets, and requirements on  MME User Identities.
NSN agrees that there are certain privacy threats against the user identities handled by the MME.

In line with NSN's "Commenting contribution on [all contributions with threats and requirements]", this commenting commenting contribution proposes to introduce Security Objectives between the Threat and the Requirement in order to channel similar requirements.
The requirement on anoymizing user data "transferred out of the operator's network" is explicitly deleted as this is no operational functionality of the MME. In case any log data is transferred by some mechanism not part o the MME to a 3rd party, then it is not the MME's responsibility to anonymize this. In case this is considered to be relevant then it should be described in 4.2.2 first.
To reduce complexity and improve readability, NSN proposes changes to the contribution as below. The Word-comments are only included to give reasoning for the proposed changes and shall be removed before the text is included into TR 33.806.
1 Introduction  
This contribution provides additional details on threats, assets, and requirements on MME User Identities
Identities of mobile network subscribers are critical for user privacy. Leakage of these user’s identities can lead to serious attacks, e.g., tracing of a user. Protection of user’s identities is also requirement from regulators. 
There may be use cases where an operator provides live production data to the vendor for debugging, tracing or other related maintence or trouble-shooting purposes. The data will likely contain subscriber identity information. This type of data should only be accessible to authorized trouble-shooting personnel. Even so, the identity information provided in the data still should be anonymized.
2 Proposal

It is proposed to include the analysis below to TR 33.806.

3 pCR 

***
BEGIN CHANGES
***
5.4.2.7 Privacy Threats against User identities
Threat Reference: XXX 
-
Threat Category: Information Disclosure

-
Threat Description: Identities of mobile network subscribers are critical for user privacy. Leakage of these user’s identities can lead to loss of privacy, e.g., tracing of a user. Protection of user’s identities is also requirement from regulators.
-
Asset: Mobility Management data (e.g. UE identities)
-
Risk: to be done later

-
Security Objectives: Mobility Management data shall be protected from unauthorized access. 
***
NEXT CHANGES
***
5.5.2 Other Objectives

Editor’s note: The security objectives defined in 5.4.2.7 should be inserted.
***
NEXT CHANGES
***
6.8 Rx Requirements fulfilling SO-X
-
Requirement name: Protection of User Identities 
-
Requirement reference: 
to be done
-
Requirement Description: 
1)
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. These user identities shall be protected when they are stored, transferred and processed in the MME.


-
Security Objective references: SO-X
-
Test case: To be added
-
Requirement evidences: A document in free form describing: the data protection method used to protect the user identities.
***
END OF CHANGES
***
�This is from the STRIDE Threat Model


�The risk is proably "moderate" but 33.916 does not yet describe the quantification of the risk but only states "Identify the level of risk associated with the threats;"


�This text already exists in 33.806


�this would be the asset?


�This is no operational functionality of the MME. In case any log data is transferred by some mechanism not part o the MME to a 3rd party, then it is not the MME's responsibility to anonymized this. There was a discussion regarding S3-140163 and this is a logical copy from this still not having an explicit threat relating to MME functionality. In case this is considered to be relevant then it should be described in 4.2.2 first.





