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Abstract of the contribution: This contribution provides some analysis on the security threats related to MME software package integrity, and propose some requirements as countermeasures.
NSN agrees that there are certain threats against the integrity of the software package used to update the MME.
In line with NSN's "Commenting contribution on [all contributions with threats and requirements]", this commenting commenting contribution proposes to introduce a Security Objective between the Threat and the Requirement in order to channel similar requirements.
The overlapping contribution 140428 introduces a very good set on related security objectives and requirements, they should be implemented into this one.
Therefore, NSN proposes changes to the contribution as below. The Word-comments are only included to give reasoning for the proposed changes and shall be removed before the text is included into TR 33.806.
1. Introduction  

This contribution analyzed the security threats and requirements on MME software package integrity validation and hopes to trigger the security threats and requirements discussion of MME.
2. Analysis
Software for MME can be tampered with by attacker, implanted with malicious codes like virus or Trojan horses. In the software package installation or upgrade process, malicious codes can be executed on MME.
Attacker can get sensitive information on MME, get the administrator permission, or make MME unavailable, which will cause LTE network stop service.

Software integrity validation shall be supported.
3. Proposal

It is proposed to include the analysis below to TR 33.806.
4. pCR 
***
BEGIN CHANGES
***
5.4.2.2 Security threats on MME software package integrity 
Threat reference: to be done later

· Threat Category: 
tampering with data

· Threat Description: Security threats originate from software packages to install during an upgrade. The attacker may tamper with the software package by injecting malicious code. After a software package installation or upgrade process, the malicious code can be executed on MME, which may result in attacks in the LTE network, including information disclosureand unauthorized use of network resources.
· Asset: Application, OS

· Risk: to be done later

Security Objectives: 
· The software update mechanism and management process shall be trustworthy/robust.
· Software integrity shall be maintained on the MME.
· 

***
END OF CHANGES
***
***
BEGIN CHANGES
***
5.5.2 Other Objectives

5.5.2.x SO-X
Security Objective Reference: SO-X
-
Security Objective: The software update mechanism and management process shall be trustworthy/robust.
-
Threat References: to be done later
5.5.2.x SO-Y
Security Objective Reference: SO-Y

-
Security Objective: Software integrity shall maintain on the MME.
-
Threat References: to be done later
***
END OF CHANGES
***
***
BEGIN CHANGES
***
6.X Security requirement for maintaining MME software package integrity 

-Requirement Name: MME software package integrity 
-Requirement reference: to be done later
-Requirement Description: 

1)
RX-1: There is need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
2)  RX-2: The integrity of software package should be guaranteed by technology method.

Editor’s note: the specific technology method related to a vendor's working procedures.
-Security Objective References: SO-X, SO-Y
-Test Case: 
1) Check if security mechanism is provided to guarantee only authorized individuals can initiate and deploy software update/the software update is originated from verified sources;

2) Check if technology method is provided to guarantee the integrity of software package.
Requirement evidences: A document in free form describing: security mechanism is provided to guarantee only authorized individuals can initiate and deploy software update/the software update is originated from verified sources, and technology method is provided to guarantee the integreity of software package.



· 
· 
1) 
2) 
3) 
· 
· 

a) 
b) 
· 
***
END OF CHANGES
***
�33.916, section 5.2.2:�Threat Category: a reference to the category to which the threat belong based on the classification (threat methodology) that will be adopted


�This is from the STRIDE threat model


�Those suitable two critical assets are already defined in 5.2


�The risk is proably "medium" but 33.916 does not yet describe the quantification of the risk but only states "Identify the level of risk associated with the threats;"


�From 140428


�This text already exists in 33.806 - but was not part of S3-140366


�This is more general than virus-related


�Base taken from S3-140428


�This is a duplicate of item 1)


�this positive test case is not relevant for SECAM





