3GPP TSG SA WG3 (Security) Meeting #74Bis
S3-140521
31 March – 3 April, 2014; Sophia-Antipolis, FR
revision of S3-140394
Source:
Alcatel-Lucent, Ericsson, comments by NSN
Title:
Comments on 394, Text for Sec.X.2.5 of SCE Super-CR for TS 33.401
Document for:



Approval











Agenda Item:
4.3
SAE/LTE TS 33.401 Issues: Small Cell Enhancements (SCE)
Work Item / Release:
/ Rel-12
Abstract of the contribution:

This pCR proposes the text for Sec.X.2.5 of Super-CR on SCE for TS 33.401. 
1. Introduction
This pCR proposes the text for Section X.2.5 “Key refresh and re-keying procedures”
2. Pseudo CR

************** Begin Changes ***************

X.2.5
Key refresh and re-keying procedures

Editor's Note: S3-140211 contains the following relevant agreements: 
-
Agreed that the key modifications procedures below are necessary and shall be based on S3-140125. 
-

If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.
-

KeNB key change on-the-fly 
-

KeNB refresh initiated by the MeNB
-

S-KeNB refresh initiated by the SeNB

The system supports S-KeNB refresh. Whenever the UE or SeNB start using a fresh S-KeNB, they shall re-calculate the KUPenc from the fresh S-KeNB. Refresh can be initiated by the MeNB. 

Editor’s Note: If there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then it is ffs whether the MeNB shall also initiate a re-keying of the currently active S-KeNB. Requirement for immediate recomputation of the S-KeNB needs to be aligned with decision made regarding the same condition outlined in sec. X.2.4.1
SeNB shall request the MeNB to refresh the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs of any of the DRBs between UE and SeNB are about to wrap around
. 


*** END CHANGES ***

�this is ffs and taken care of by Ed note below. 


�moved to Ed note as it is ffs. 


�the condition does not make sense here: the COUNT is about to wrap around for an existing bearer that keeps its bearer identity. 


�this does not belong here. According to the language of 33.401, key refresh is triggered by COUNT wrap around, cf. clause 7.2.9.3. What this sentence talks about is the possible generation of a new S-KeNB when a new DRB is added. This is handled in X.2.2.





