3GPP TSG SA WG3 (Security) Meeting #74Bis
S3-140520
31 March – 3 April, 2014; Sophia-Antipolis, FR
revision of S3-140503 
Source:
Alcatel-Lucent, Ericsson, comments by NSN
Title:
Comments on 503, Text for Sec.X.2.4.2 of SCE Super-CR for TS 33.401
Document for:



Approval











Agenda Item:
4.3
SAE/LTE TS 33.401 Issues: Small Cell Enhancements (SCE)
Work Item / Release:
/ Rel-12
Abstract of the contribution:

This pCR proposes the text for Sec.X.2.4.2 of Super-CR on SCE for TS 33.401. 
1. Introduction
This pCR proposes the text for Section X.2.4.2 “Security key derivation”
We re-introduce the Editor’s Note from the skeleton in S3-140412 and then show it as deleted giving a rationale in Word comments so as to allow easy tracking how the text from the skeleton was addressed.  

2. Pseudo CR

************** Begin Changes ***************

X.2.4.2
Derivation of S-KeNB and KUPenc



-

.
-

.
The UE and MeNB shall derive the security key S-KeNB of the target SeNB as defined in Annex A.Y of the present specification.

The addition to the LTE key hierarchy with derivation of the S-KeNB is shown on Figure X.2.4.2-1.
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Figure X.2.4.2-1 Addition to the Key Hierarchy for the SeNB

The SeNB and the UE shall further derive the ciphering key KUPenc for ciphering of the User Plane over the DRB. This derivation is performed according to Annex A.7 using the S-KeNB as the input key 
and the same input string to the KDF as for non-offloaded DRBs.
NOTE: In the present specification, only a user plane encryption key is required between UE and SeNB. But the key derivation procedure permits deriving further keys according to Annex A.7 if this should be desired in the future. 
*** End Change *****
*** NEXT CHANGE ***

A.Y
Derivation of S-KeNB for dual connectivity
This input string is used when the MeNB and UE derive S-KeNB from KeNB during dual connectivity. The following input parameters shall be used:

· FC = 0x1C

· P0 = Value of the Small Cell Counter as a non-negative integer

· L0 = length of the Small Cell Counter value (i.e. 0x00 0x??)
· Editor’s Note: The preset length of the Small Cell Counter value will be decided based on information from RAN2.
The input key shall be KeNB of the MeNB.

*** END CHANGES ***

�no text left for Editor's note, cf. below.


�taken care of by new NOTE below. 


�taken care of by new text from 503. 


�taken care of by new text from 503. 


�it is important to mention that the difference lies in the input key. 
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