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Annex X (Normative):
Security for WebRTC IMS Client access to IMS
X.2
Authentication of WebRTC IMS Client with IMS subscription re-using existing IMS authentication mechanisms
X.2.1 General

X.2.2 Requirements
When the WIC has access to the USIM/ISIM in the UE, IMS AKA scheme shall be used for authenticating WebRTC IMS Client. 
X.2.3 Procedures
X.2.3.1 Use of IMS AKA

When the WIC has access to the USIM/ISIM in the UE, IMS AKA scheme is used for authenticating WebRTC IMS Client, as described in figure X.2.3.1-1. 

The IMS AKA procedure is performed as specified in section 6 without security association set-up. The protection of IMS signalling between the WIC and the eP-CSCF is provided by the secure WebSocket connection. The WebRTC IMS Client forwards necessary IMS AKA information to the UICC application in charge of the IMS AKA authentication for WebRTC.

NOTE 1:
the ME can apply access control policy to limit the access to the UICC application in charge of WebRTC application from specific application(s) on the ME. 
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Figure X.2.3.1-1: WebRTC client authentication using IMS AKA 
NOTE 2:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/). The protection mechanism works under the assumption that the browser is not under the attacker's control, which means that the contents of the Origin header can be trusted.   
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