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Abstract of the contribution:

This pCR proposes the text for Sec.X.2.4.1 of Super-CR on SCE for TS 33.401. 
1. Introduction
This pCR proposes the text for Section X.2.4.1 “Small Cell Counter maintenance”
2. Pseudo CR

************** Begin Changes ***************

Editor's Note: S3-140211 contains the following relevant agreements:
-
Agreed that the SeNB only need a user plane encryption key; we need to check that we can add integrity protection in the future in a reasonable way should it ever be necessary.
-
Agreed that, to derive the user plane encryption key from the S-KeNB, we shall use the construction of the input to the KDF defined in TS 33.401 clause A.7 "Algorithm key derivation functions". This implies that the same Algorithm type identifier value is used as when deriving the user plane encryption key in the MeNB. The reason this is acceptable is that the S-KeNB is derived from the KeNB in the MeNB using unique input, so the user plane encryption key in the MeNB and the encryption key in the SeNB will be cryptographically separated. The same rationale applies for any other type of key mentioned in clause A.7, should they be needed any time in the future.
-
Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB. The MeNB shall use a counter that is kept per KeNB as freshness value.

The MeNB shall associate a 16-bit counter, Small Cell Counter (SCC), with the AS SC security context. 
Editor’s Note: Awaiting more info from RAN2 regarding the size of the SCC.
The SCC is used when computing the S-KeNB. The UE and the MeNB shall treat the SCC as a fresh input to S-KeNB derivation. That is, the UE assumes that the MeNB provides a fresh SCC every time and does not need to verify the freshness of the SCC.

NOTE: An attacker cannot, over the air modify the SCC and force re-use of the same SCC. The reason for this is that the SCC is delivered over the RRC connection between the MeNB and the UE, and this connection is both integrity protected and protected from replay. 
The MeNB that supports the DRB offload shall set the SCC to ‘0’ when the KeNB in the associated AS security context is established. The MeNB shall set the SCC to ‘1’ after the first calculated S-KeNB, and monotonically increment it for each additional calculated S-KeNB, following the requirements outlined in clause X.2.2.  The SCC value '0' is hence used to calculate the first S-KeNB. 

If the MeNB decides to turn off the offload connection and later decides to re-start the offloading to the same SeNB, the SCC value shall keep increasing, thus keeping the computed security key fresh.
Editor’s Note: Any dependency on RAN2/RAN3 for this functionality is FFS.
The MeNB shall refresh the KeNB of the AS security context associated with the SCC before the SCC wraps around. This can be done using existing procedures, e.g. perform an intra cell handover, when SCC approaches its maximum value. When this KeNB is refreshed, the SCC is reset to '0' as defined above.
Once the KeNB is refreshed, and the SCC is reset to ‘0’, the derived S-KeNB for all offloaded bearers shall be recomputed and delivered to the SeNB. 
Editor’s Note: This was agreed in S3-140211, but this requirement may not be needed from a security standpoint. It may be reduced to a recommendation, since there is no security weakness identified for it.
*************** End Changes *********************
