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X.5.y
Considerations on the use of TLS or DTLS in WebRTC IMS Client access to IMS
As stated in X.1, descriptions of the reference point between WIC and eP-CSCF in the present release are of informative nature only. This implies that the use of TLS or DTLS between WIC and eP-CSCF cannot be mandated in the present release. This subclause, however, presents reasons why the use of TLS or DTLS with message authentication and encryption between WIC and eP-CSCF is strongly recommended. 

Authentication of the eP-CSCF 
by the WIC
The use of TLS or DTLS with server certificates provides a means for the WIC to authenticate the eP-CSCF. A lack of such authentication of the IMS core carries the risk of impersonation of the IMS core by an attacker, possibly leading to misrouted calls (Vishing) or eavesdropping (through manipulated certificate fingerprints; remember that WebRTC IMC client access provides only end-to-access edge security for media). 

Protection of tokens

Tokens presented by the WIC to the eP-CSCF for authorization of IMS access may come in the form of bearer tokens. For bearer tokens, the presentation of the token to the eP-CSCF is sufficient to gain access to the IMS. If the registration message carrying the token is unencrypted, however, an attacker could eavesdrop on the token and use it in the place of the legitimate user, thereby impersonating that user. 

The attack works in a similar way for tokens providing only a string that the eP-CSCF uses as a reference to retrieve the authorization information from some server. The difference is that the string may not contain information about the user, which may make an impersonation attack somewhat more difficult; but the attacker may obtain this information through other means.

Protection of re-registration messages
In IMS, the S-CSCF decides whether a re-registration message shall be authenticated. WebRTC IMS Client access to IMS does not offer this possibility: the S-CSCF cannot challenge a re-registration message because the protocol betweeen WIC and eP-CSCF is unknown, and it is not clear whether the protocol could carry such a challenge. Therefore, it is recommended to protect signalling messages, including re-registration messages, with TLS or DTLS. 

Protection of non-registration messages
The present specification does not mandate the use of TLS when SIP Digest is used. Annex N specifies two other mechanisms to protect non-registration messages (e.g. session set-up messages), namely the so-called IP address check and SIP Digest proxy-authentication; for recommendations on their usage cf. Annex Q of the present specification. However, none of these two other mechanisms is available for WebRTC IMS Client access to IMS. Therefore, it is recommended to protect signalling messages, including non-registration messages, with TLS or DTLS.

NOTE on overloading the ‘integrity-protected’ header field: In IMS, the ‘integrity-protected’ header field is sent by the P‑CSCF towards the I-/S-CSCF. It can convey several meanings: the values ‘yes’ and ‘no’ indicate the presence or absence of integrity-protection by IPsec; the values ‘tls-yes’ and ‘tls-no’ indicate the presence or absence of integrity-protection by TLS; for Trusted Node Authentication (TNA), the value ‘auth-done’ indicates that client authentication and authorization for IMS access has been performed by the Trusted Node. The latter was fine for the original use case of TNA, namely ICS, as the Trusted Node in ICS is the MSC, and there is no question of integrity-protecting signalling between client and MSC by means of IPsec or TLS. The situation is different in WebRTC, though: there is TNA, and, at the same time, signalling between WIC and eP-CSCF can be protected by TLS or DTLS or not (according to the agreements for the present release). So, the ‘integrity-protected’ header field cannot convey the full information in WebRTC any more. Additional values for the header field would be required, unless the use of TLS or DTLS was mandated. 

