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Annex X (Normative):
Security for WebRTC IMS Client access to IMS
X.1
Introduction

This Annex specifies the security required for the signalling procedures described in TS 23.228 [3] for WebRTC IMS Client access to IMS. 
The provisions in Annex X are optional for implementation. The provisions in Annex X are optional for use. 
For this release of the present specification, only the descriptions relating to the reference points in the IMS core, i.e. the interfaces between eP-CSCF, I-CSCF, S-CSCF, and HSS are normative. The descriptions of the reference points between WIC, WWSF, and eP-CSCF are of informative nature only. The latter are therefore to be considered as examples only, and implementations may be compliant with this specification and yet realise the reference points between WIC, WWSF, and eP-CSCF in a way different from the one described in the present Annex. 
The present Annex is structured according to the three registration scenarios for WebRTC IMS Clients described in TS 23.228 [3]. Furthermore, informative material on further security aspects is included.  
X.2
Authentication of WebRTC IMS Client with IMS subscription re-using existing IMS authentication mechanisms
X.2.1 General

X.2.2 Requirements
Editor’s note: Include the requirements pertaining to this scenario here, cf. clause 5 of TR 33.871. E.g. state here that, for WebRTC access to the IMS, a different SIP Digest (username, password) pair shall be used from the one used for regular IMS access according to Annex N of the present specification. 
X.2.3 Procedures
Editor’s note: Adapt material from TR 33.871
X.3
Authentication of WebRTC IMS Client with IMS subscription using web credentials
X.3.1 General

X.3.2 Requirements
Editor’s note: Include the requirements pertaining to this scenario here, cf. clause 5 of TR 33.871. 
X.3.3 Procedures
Editor’s note: Adapt material from TR 33.871
X.4
Assignment of IMS identities to WebRTC IMS Client from pool of IMS subscriptions held by WWSF
X.4.1 General

X.4.2 Requirements
Editor’s note: Include the requirements pertaining to this scenario here, cf. clause 5 of TR 33.871. 

X.4.3 Procedures
Editor’s note: Adapt material from TR 33.871
X.5
Considerations on security aspects not standardised in the present release
The material in this subclause X.5 is informative. 
Editor’s note: this clause may include considerations on e.g the use of tokens, TLS, etc. 

