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Abstract of the contribution:

The present contribution relates to the second registration scenario described in TR 33.871 v0.2.0 where a WebRTC IMS Client with IMS subscription is authenticated by the WWSF using web credentials, and the WWSF determines the IMS identities belonging to the web credentials. This determination of IMS identities carries a security risk. This risk and a security requirement countering it are described here. The requirement is believed to be in scope of 3GPP work as it is about protecting IMS subscriptions, but the mechanisms realising it are out of scope. Nevertheless, examples of such mechanisms are given that may be used as guidance by implementors.
______________________________________________________________________________________
1. Pseudo CR


Start of pCR

5. Assumptions, Risks, and Security requirements

5.1
Assumptions

Editor’s Note: If needed, this clause will define the underlying assumptions of the work.

5.2
Risks

5.2.x Risks relating to the determination of IMS identities by the WWSF 

Clause 6.1.2.1 of the present document states: “The third party authentication service in turn issues authentication information to the WebRTC IMS Client (WIC) that the WIC presents to the eP-CSCF. The WWSF determines the IMS identities of the user based on the user's web identity (e.g. via database lookup or other translation means).” 

It has to be assumed for the registration scenario described in clause 6.1.2 that the WWSF can securely authenticate the user’s web identity via some web authentication scheme. But even under this assumption, there is a risk that the linkage between the private identity of the user’s existing IMS subscription (IMPI) and the authenticated web identity has not been securely established by the WWSF. (The IMPU(s) are less critical as they are associated with the IMPI in the HSS, so the IMPI-IMPU association cannot be spoofed.) The ‘database lookup or other translation means’ just refers to a technical means addressing how this linkage, once established, could be stored and accessed, but it does not help in establishing this linkage. If the IMPI is determined wrongly then the user will be associated by the IMS core with somebody else’s subscription, and the IMS core will have no means of knowing as all the knowledge about the user is embodied in the authentication information received from the WWSF via the WIC. Furthermore, if the user can influence the choice of the IMPI associated by the WWSF with the user’s web identity, then the user can impersonate another IMS subscriber in a targeted way.  

It is therefore not acceptable that the user simply tells the WWSF about his IMPI as the user could purposefully lie about it. For the same reason, it is not acceptable that the user simply tells the IMS provider about his web identity.

In order to counter the security risk described above, security requirement REQ x in clause 5.3 shall be fulfilled in any deployment of the registration scenario described in clause 6.1.2. 

5.3
Security requirements

Requirements for Support of WebRTC IMS Client access to IMS are specified by SA1 in 3GPP TS 22.228 [2]. Additional potential architectural requirements identified by SA2 are stated in 3GPP TR 23.701 [5].

The following security requirements have been identified by SA3:

· REQ 1: An IMS service provider relying on a third party authentication service for WebRTC shall ensure that at most IMS subscribers that have granted that third party the right to register them to the IMS with one of their own IMS identities are impacted by a potential security breach affecting that third party. 
REQ 1 applies to the registration scenario described in clause 6.1.2.
· REQ 2: An IMS service provider should be able to identify and mitigate security anomalies or security breaches at one entity providing a third party authentication service selectively, without affecting clients associated with other entities providing a third party authentication service.
REQ 2 applies to the registration scenario described in clause 6.1.2. 
· REQ x: It shall be ensured for any deployment that the 3rd party authentication service (WWSF) has enough information to guarantee that the user is entitled to use the IMS private identity IMPI that the WWSF determines from the user’s web identity authenticated by the WWSF. 
REQ x applies to the registration scenario described in clause 6.1.2.
Editor’s Note: This clause will define additional potential security requirements.

***********************NEXT CHANGE*********************************

6.1.2
Authentication of WebRTC IMS Client using web credentials

6.1.2.1
General

Editor’s Note: It is assumed that the user does not have access to IMS credentials and that the eP-CSCF authenticates to the IMS on behalf of the user. The user may use some other form of credentials to authenticate to the eP-CSCF.

In this scenario it is assumed that the user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with a third party authentication service.
NOTE: The third party authentication service is the function that performs authentication of the user and provides the token to the user. This term does not imply anything about a function split among WWSF, authorization server, etc. in providing this service.
The third party authentication service in turn issues authentication information to the WebRTC IMS Client (WIC) that the WIC presents to the eP-CSCF. The WWSF 
 determines the IMS identities of the user based on a linkage of the IMS identities and the user's web identity (e.g. via database lookup or other translation means). The eP-CSCF verifies the authentication information. Provided the validation of the authentication information is successful, the eP-CSCF performs the IMS registration on behalf of the user.
The linkage of the IMS identities and the user's web identity carries a security risk that is described in clause 5.2.x of the present document. Clause 5.3.x contains a security requirement countering this risk. Examples of mechanisms realising this security requirement can be found in clause 6.1.2.x.
6.1.2.2
Use of Trusted Node Authentication (TNA)

<no changes in the present pCR to this subclause>

6.1.2.3
Solution with IMS AKA credentials

<no changes in the present pCR to this subclause>
6.1.2.x
Linking IMS identities and web identites - Example security mechanisms
These mechanisms realising REQ x from clause 5.3 are out of scope of 3GPP. Nevertheless, examples of such mechanisms may be useful as guidance by implementors. The examples given here do not imply that they would be the only possible realisations, others are certainly permitted. But they all have in common that the IMS subscriber or IMS user as well as the WWSF and the IMS provider need to be involved. 

Example security mechanism M1:
The IMS subscriber agrees by some unspecified means to linking the two types of identities, the IMPI and the web identity, or to linking the two accounts. The subscription and user data in the IMS and at the WWSF contain a common piece of information linking the two types of identities. The IMS provider and the WWSF exchange this common piece of information for each subscriber/user during a set-up phase, and the WWSF then includes it in the authentication information (token) sent via the WIC to the eP-CSCF during IMS registration. It needs to be determined what this common piece of information could be (e.g. a string pointing to name or email address), and how it could be dynamically kept up-to-date during the lifetime of the system. 

Example security mechanism M2:
This mechanism is more detailed than mechanism M1 in that it desribes some steps to link the two types of identities. It starts from the WWSF side. It proceeds in the following steps: 

· The web user tells the WWSF to link her account with a particular (IMPI, IMPU).

· The WWSF informs the IMS provider about this request through some out-of-band means. 

· The IMS provider asks the IMS subscriber relating to that IMPI in a sufficiently secure way (by e.g. web interface, SMS, email, letter), whether the IMS subscriber really meant to link his IMS subscription to this particular web identity. 
· The IMS subscriber sends a sufficiently secured confirmation to the IMS provider.
· The IMS provider sends a confirmation to the WWSF through the out-of-band means. 
· The WWSF stores the association between IMPI and web identity. The IMS provider need not store this association. 

· The WWSF may send a confirmation to the user. 

End of pCR

�this wording originates from SA2's 23.228, X.2.1.1, but in 23.228, X.2.1.3, step 1, the word 'determine' is used. The latter is more correct as the WWSF is in this scenario not free to assign an IMS identities because the user already has them from his individual subscription, which exists by assumption for this scenario, cf. start of this subclause. 





