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A companion contribution proposed adding a subclause capturing the risks that motivated the requirements in clause 5. The present contribution adds descriptions of the risks that motivated the introduction of requirements REQ 1, REQ 2 to TR 33.871. The text is largely taken from S3-140141 that was presented to SA3#74.
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Assumptions, Risks, and Security requirements

5.1
Assumptions

Editor’s Note: If needed, this clause will define the underlying assumptions of the work.

5.2
Risks

5.2.1 Impact of security breach at WWSF on arbitrary IMS subscribers
This subclause deals with a potential security breach affecting the web authentication scheme operated by a third party WWSF. 

In the registration scenario described in clause 6.1.2, it would become possible that an attacker in control of a compromised WWSF or authorization server could assert having authenticated a user with an IMPU of the attacker’s choice, providing that this IMPU relates to an existing IMS subscription. In this way, the attacker could initiate a WebRTC call with this IMPU as originator and hence impersonate the user legitimately associated with this IMPU. This could have not only financial implications for the user and/or the IMS service provider, but could also damage their reputation or result in legal prosecution, depending on the destination and content of the call. While it is true that the eP-CSCF is tasked with verifying that the WWSF is authorized to allocate IMS identities that it assigns to a WIC the eP-CSCF could not stop this impersonation as any IMPU relating to an existing IMS subscription could be assigned by the WWSF, unless there are restrictions on the IMPUs a WWSF is allowed to assign and the eP-CSCF knows about them.

The impersonation could affect any IMS subscriber, even if they had no business relationship with any third party (e.g. a social network) operating a WWSF, or would not even use WebRTC.

A requirement to address this risk is REQ 1 in clause 5.3.
5.2.2 Lack of means to identify potentially compromised WWSF in the IMS core

For the registration scenario described in clause 6.1.2, assume that there is a security breach at one WWSF, or that the behaviour of WebRTC clients authenticated by one WWSF shows some anomalies. The IMS service provider will have an interest to isolate the impacts of the security breach without affecting clients associated with other WWSFs. However, this is not possible if the IMS core is lacking relevant information, i.e. the identity of the WWSF that authorised the user to access the IMS core. With such information lacking there is therefore the risk that the IMS core cannot adequately address a potential compromise at the WWSF.  
A requirement to address this risk is REQ 2 in clause 5.3.
5.3
Security requirements

Requirements for Support of WebRTC IMS Client access to IMS are specified by SA1 in 3GPP TS 22.228 [2]. Additional potential architectural requirements identified by SA2 are stated in 3GPP TR 23.701 [5].

The following security requirements have been identified by SA3:

· REQ 1: An IMS service provider relying on a third party authentication service for WebRTC shall ensure that at most IMS subscribers that have granted that third party the right to register them to the IMS with one of their own IMS identities are impacted by a potential security breach affecting that third party.

· REQ 2: An IMS service provider should be able to identify and mitigate security anomalies or security breaches at one entity providing a third party authentication service selectively, without affecting clients associated with other entities providing a third party authentication service.

Editor’s Note: This clause will define additional potential security requirements.
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