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Abstract of the contribution:
This submission provides an update in the wording of the introduction to IDENTITY group communications. This includes adding some introductory text, a minor update to the architectural diagram, a re-naming of ‘standard’ groups to ‘pre-arranged’ groups and changing the text on ad-hoc groups to reflect the functional changes described in S3-140379.  
This submission provides an update in the wording of the introduction to IDENTITY group communications. The following changes have been made:

· Minor notational modifications to the architectural diagram have been made.

· Some introductory text has been added describing ‘pre-arranged’ and ‘ad-hoc’ groups.

· ‘Standard’ groups have been renamed to ‘pre-arranged’ groups.

· References to other sections have been updated to reflect changes in S3-140377 to S3-140380.

· The description to ad-hoc groups has been updated and moved to the bottom of the description. The update reflects the functional change made in S3-140379. Specifically, that ad-hoc groups now simply distribute a group session key rather than a group master key and then a group session key under this group master key. Further details of this change can be found in S3-140379.

*******START OF 1st PROPOSED CHANGE FOR PROSE TR*********
6.3.1.3
IDENTITY Group Communications

6.3.1.3.1
General


This section describes how security associations for group communications can be created and used to secure direct one-to-many communications. The same procedures also apply to network-routed, one-to-many communications.

The procedures provide support for two different types of group:

· Pre-arranged groups, which are setup using the network prior to communication. It is expected that the majority of groups will be of this type.

· Ad-hoc groups, which are created by UEs as required, and can also be created without network connectivity.
The architecture for pre-arranged groups is shown in Figure 6.3.1.3.1-1.
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Figure 6.3.1.3.1-1: IDENTITY security architecture for Pre-Arranged Group Communications
Figure 6.3.1.3.1-1 describes the IDENTITY security architecture to create pre-arranged group communications for ProSe. The architecture uses the IDENTITY public safety solution to distribute group keys and authenticate group communications. At the top of the diagram, a public safety UE is provisioned by a KMS with key material associated with its identity. If required, GBA is used to bootstrap the security of the connection between the UE and the KMS. The KMS also provisions the Group Manager with keying material for the identity of groups which it manages (if the group manager is a UE, the group identity may be related to the identity of the public safety UE). This process is described in Section 6.3.1.2.
For pre-arranged groups, the Group Manager is responsible for advertising the group and distributing Group Master Keys (GMKs) to UEs within the group. This process, to configure the security association for a pre-arranged group, is described in Section 6.3.1.3.2. 


Once a Group Master Key for the pre-arranged group has been shared, UEs are able to setup group communications. The initiating UE generates, encrypts and transmits a Group Session Key (GSK) to the group members. This transmission is encrypted using the GMK and may be authenticated, allowing the origin of the transmission to be verified. The distribution process may also be performed over a direct transmission. This process is described in Section 6.3.1.3.3.

With a Group Session Key shared, it is then used to protect data transmitted directly between UEs. Communication security is described in Section 6.3.1.3.5.

It is anticipated that the majority of groups will be pre-arranged. However, this approach does not support all group communications requirements. For example, pre-arranged groups cannot be managed without network connectivity, cannot support the dynamic setup of groups and cannot support ‘Out-Of-The-Box’ group communications. As a result, the IDENTITY solution supports the creation of ad-hoc groups for this purpose.  

For ad-hoc groups, the group is created by a single UE without a central distribution function. The UE generates and distributes a group session key encrypted to specific identities using the IDENTIY solution. As a separate message must be created by the UE for each user, this mechanism does not scale to large groups, but supports highly flexible group creation. This mechanism for distributing group session keys is described in Section 6.3.1.3.4.

*******END OF 1st PROPOSED CHANGE FOR PROSE TR*********
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