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Abstract of the contribution: This contribution discusses the usage of MBMS security for GCSE in Rel-12 and proposes a way forward to adopt Option A in Rel-12.
1 Introduction 
At SA3#74 in Taipei SA3 and SA2 had a joint meeting discussing GCSE security and its scope in Rel-12. After that SA2 had their meeting SA2 #101bis where SA2 progressed further GCSE work. As a result SA2 GCSE TS 23.468 was sent for approval to SA #63, where it was approved. 
This contribution discusses the usage of MBMS security for GCSE in Rel-12 and proposes a way forward.

2 Conclusion and proposal
It is proposed to approve the pCR to TR33.888. 

3 pCR

6.4.4
Solutions
Editor's Note: Collecting solutions how to solve the key issue. 
Mark dependencies to other key issues and also any stage 2 solution that is part of.
It has been decided that GCSE applications will use eMBMS as 3GPP transport layer in Rel.12. For the GC2 interface between GCSE_AS and BM-SC, eMBMS may need some enhancements because of GC2, but they should be as minor as possible. Furthermore, it has been decided that any GCSE application is out of scope in 3GPP Rel.12, e.g. specified by TETRA or P.25 or some country/regulator specific development.

4 options seem feasible for dealing with security to media data

Option A

· use non-3GPP standard GCSE group management, key distribution, and security by GCSE_AS 

· If the application provides e2e encryption, it can use MBMS without security. Key management for the group communication lays in the responisibility of the GCSE_AS or a third party, but not the network provider.

· No trust in 3GPP operator wrt confidentiality is needed. 3GPP network is responsible for availability.

Option B

· use non-3GPP standard GCSE group management and service key (MSK) distribution by GCSE_AS; 

· use the part of MBMS security relating to traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option C


· use non-3GPP standard GCSE group management by GCSE_AS; 

· use MBMS security relating to service key (MSK) and traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option D


· use the full MBMS security by BM-SC in 3GPP system, as defined in TS 33.246. 
· If a trust relation between GCSE provider and 3GPP provider exists, the GCSE_AS can also request BM-SC to take care of group management, key distribution and encryption itself, i.e. the full MBMS security specification can be used. 

· GC2 interface shall be protected by NDS and provide the necessary information from AS to BM-SC.

Editor’s Note: It is for ffs, which solution should be supported taking into account SA2 feedback.

6.4.5 
Evaluation


According to the SA2 #101 meeting report, the conclusions from the joint meeting in Taipei were as follows: "For Rel-12, Option A. FFS for further Releases. Operator in Rel‑12 will not take care of the group (EPC will not manage the group) over GC2 - TMGI mapping. Functional split, e.g. using MBMS security as in B and C option may be considered from security point of view (e.g. GCSE AS takes care of key distribution, but MBMS security function for 
encryption could be still used)." It should be noted that SA2 renamed GC2 to MB2.

In other words, only Option D was ruled out at the joint meeting. However, the conclusion also hints to that Option C would not be applicable either, since it would require BM-SC to distribute MSKs and therefore be aware of the group members, but this is against the statement that "EPC will not manage the group". 

When looking at the SA2 TS 23.468v12.0.0 it becomes clear that the BM-SC is not aware of the members of the GCS groups, but BM-SC only handles MBMS bearers. MSK distribution in Option C would require knowledge of the GCS group members in the BM-SC.

The intermediate conclusion therefore is that also Option C is ruled out due to Rel-12 scope. 

What options are left?
This leaves Options A and B. Option A is straightforward as there MBMS security is not used. In the following the applicability of Option B is discussed. 

It should be noted that in Option B the GCS AS is not only distributing the MSKs to the UEs, but it also needs to distribute MSKs to the BM-SC via the MB2 interface to be used for protecting the MTK messages. 

Is there a reasonable use case for doing MBMS security in Rel-12 scope?

SA2 TS 23.468 does not make restrictions on who the users of GCSE could be. It is nevertheless assumed that the main use case, at least in Rel-12, will be Public Safety.  

As described in SA2 TS 23.468 clause 4.1 the GCS AS is the source of GCS downlink application data: " In downlink direction the GCS AS may transfer application signalling and data via the UE individual EPS bearer services and/or via MBMS bearer service. The GCS UEs register with their GCS AS using application signalling for participating in one or multiple GCS groups."  

The discussion in SA3 has thus far focused how to use MBMS security for protecting GCS application data, but we believe it is important to take the whole picture into account when discussing Option B. In particular, if Option B is used, then the GCS AS is prepared to do (MSK) key management with the UEs, and therefore it is assumed that the GCS AS wants GCS downlink application data to be protected when it traverses via both the UE individual EPS bearer services and/or via MBMS bearer service. This means that the GCS AS is assumed to protect, or have capabilities to protect, the GCS application data end-to-end over UE individual EPS bearer services since EPS bearers offer protection only for the radio interface and other legs are unprotected. 

In other words, it seems that if GCS AS has capabilities to support Option B, then it is assumed  to have capabilities to support Option A.

In Option B the GCS AS provider has trust on the 3GPP provider and so he/she could be willing to accept hop-by-hop security from GCS AS to BM-SC using a (not yet defined) security solution over MB2 and then from BM-SC to the UEs using the protection capabilities of MBMS security. 

However, if the GCS AS is anyway protecting, or has capabilities for protecting, the GCS downlink data for UE individual EPS bearers, it is not clear what the benefit (complexity versus gain) could be, especially for a Public Safety organization, for delegating protection and sending the MSK to the BM-SC as the GCS AS has the key material available and could itself also protect the GCS downlink data going via MBMS bearers. 

In other words, if the GCS AS is able to support both Option A and B, it is not clear why the GCS AS would choose Option B as Option A provides "true" end-to-end security. 

How to map MSKs to MBMS bearers and GCS groups?
As stated in SA2 TS 23.468, the BM-SC is not aware of the members of the GCS groups, but BM-SC only handles MBMS bearers. It is said in 4.1: 

When MBMS bearer service is used, GCS AS may transfer data from different GCS groups over a single MBMS broadcast bearer. The application signalling and data transferred via MBMS bearer(s) are transparent to BM-SC and the MBMS bearer service.
And further in 4.4.2:

"The GCS AS uses the MBMS bearers defined in TS 23.246 [3] for MBMS Delivery. The MBMS bearer is used to transport data on the downlink from the GCS AS to the UE. The MBMS bearer(s) used for MBMS Delivery can be pre-established before the group communication session is setup or can be dynamically established after the group communication session is setup.

NOTE:
Downlink data from the same or different group communication sessions may be multiplexed on the same MBMS bearer as required by the GCS AS. The multiplexing of such data is transparent to the BM-SC."

If Option B is used, this raises two issues. The first issue is that the BM-SC would need to apply MSKs received from GCS AS to protect the traffic of different GCS groups. However, as stated above, the BM-SC is not supposed to be aware of the GCS groups. 

The other issue is that MSKs in MBMS are not used to protect MBMS bearers, but to protect MBMS download sessions (carried over FLUTE) or streaming sessions (carried over RTP) which are then carried over one or more MBMS bearers, see TS 33.246. However, the BM-SC in the context of GCSE only provides MBMS bearer services but MBMS download and streaming sessions are not defined in the context of GCSE.
It seems the BM-SC would not be able to map the received MSKs to protect different GCS groups. 

Conclusion:

Proposal 1: Taking into account the above analysis and the assumption that the use case for GCSE in Rel-12 is Public Safety, it is proposed that Option A is adopted in Rel-12 for GCSE security.

Proposal 2: In order to allow that support for MBMS security could be added in later releases, e.g. to support other use cases than Public Safety, a negotiation mechanism could be added to MB2 interface. This negotiation mechanism would allow GCS AS to indicate whether it requires MBMS security services from BM-SC and for the BM-SC to response if it supports MBMS security services.
