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Abstract of the contribution: This contribution provides an evaluation of the proposed solutions for the security of direct discovery messages.
1.
Introduction
Network-independent direct discovery is important for public safety users as it provides an efficient mechanism for detecting nearby group members and is necessary for UE-to-Network relay selection. We provide an evaluation of the proposed security solutions for direct discovery based on the requirements from Key Issues 2.2 and 2.3.  Further, we consider the impact of the security on the length of discovery messages.
2.



Proposal

We propose adding the following to the end of the clause on solutions for discovery in TR 33.833.  This has been discussed and approved by ETSI TC TCCE WG6 (Security).
>>>Start of Additions<<<<

6.2.X

Evaluation of Solutions for Direct Discovery
Four different solutions for protecting the messages used in network-independent direct discovery have been proposed.  They can be summarised as follows:

· Solution 2.1 protects the ProSe Application ID by hashing it with a timestamp and either a nonce or some time-varying system information.  The relevant system information may not be available when operating out of network coverage so we will only consider the nonce case.  We also note that that this approach does not protect the confidentiality of any relay or status flags in the discovery message.
· Solution 2.2 (a) uses a pre-shared group key to protect the confidentiality and integrity of the messages.

· Solution 2.2 (b) uses a certificate to protect the message.  Details are not provided so we will assume that it is only used to sign the message.  While it may also be possible to encrypt the message using the intended recipient’s public key, it is not clear how this could be achieved without somehow indicating their identity and thus potentially invalidating the confidentiality protection.
· Solution 2.3 uses a combination of a timestamp and digital signature to protect the messages.
We begin by comparing the different solutions against the security requirements from Key Issues 2.2 and 2.3.  
	
	Solution 2.1

Hash function
	Solution 2.2 (a) Symmetric key
	Solution 2.2 (b) Certificate
	Solution 2.3

Digital Signature

	Key Issue 2.2/2.3: Protect against impersonation attacks
	Partially – an attacker who knows the ProSe App ID can impersonate the UE.
	Partially – an attacker with the shared group key can impersonate the UE.
	Yes – the certificate is used to sign the message and authenticate the sender.
	Yes – the digital signature authenticates the sender.

	Key Issue 2.2: Protect against discovery by unauthorised UEs
	Yes – the hash function prevents recovery of the ProSe App ID.
	Yes – the UE must have the shared key to decrypt the message.
	No – it is unlikely that the public-key will be used to encrypt the message. 
	No – the digital signature does not protect the confidentiality of the message.

	Key Issue 2.2: Minimise tracking over time
	Yes – the timestamp and nonce mean that the hash output will differ between messages
	Possibly – if the encryption uses a time-varying IV then the ciphertext will differ between messages.
	No – the certificate can be used to track the UE even if the ProSe App ID changes.
	No – the digital signature does not protect the confidentiality of the ProSe App ID.

	Key Issue 2.2/2.3: Prevent replay attacks
	Yes – the timestamp means that messages cannot be replayed.
	Possibly – if the encryption uses a time-varying IV then messages cannot be replayed.
	No – the signature may not change between messages.
	Yes – the timestamp means that messages cannot be replayed.

	Key Issue 2.3: Integrity protection
	No – the hash function does not protect the integrity of the message.
	Yes – the shared key is also used to protect the integrity of the message.
	Yes – the signature protects the integrity of the message.
	Yes – the signature protects the integrity of the message.

	Key Issue 2.3:
Authorisation of the UE
	Yes – only authorised UEs are provided with the ProSe App IDs.
	Yes – only authorised UEs are provided with the shared group key.
	Yes – only authorised UEs are provided with a certificate.
	Yes – only authorised UEs are provided with a signing key.


We also need to consider the impact of each solution on length of discovery messages as this is relevant to the efficiency of direct discovery over generic direct communications.

· Solution 2.1 replaces the ProSe App ID with an over-the-air ID obtained as the output of a hash function.  This means that the length of the ID used in the messages will be increased to at least 160 bits.  Further, if a nonce is used to provide freshness then this will need to be included in the discovery message.  The length of the nonce depends on the probability of a collision between over-the-air IDs but it is likely to be at least 32 bits.

· Solution 2.2 (a) encrypts the ProSe App ID, and potentially other information such as relay and status flags, and appends an integrity tag.   The encryption will increase the length of the ID to 128 bits and, depending on the MAC used, the integrity tag will likely be an additional 128 bits.
· Solution 2.2 (b) adds a digital signature to the message.  If the certificates use 2048 bit RSA then the signature will be an additional 2048 bits whereas if they use 256 bit ECDSA then it will be an additional 512 bits.  We also note that if it is necessary to send the certificate in the discovery message then this can be quite substantial.
· Solution 2.3 similarly adds a digital signature which will again be either 2048 bits or 512 bits in length.  In this case, it is assumed that the public keys have already been distributed so they will not need to be included in the discovery messages.
>>>End of Additions<<<<


