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1 Introduction 
Integrity protection for one-to-many communication in ProSe is still FFS according to an editor note in key issue #3.2 in section 5.3.2.3 in TR 33.803.
5.3.2.3
Security requirements

The system shall support providing the Public Safety ProSe UEs with the all the necessary keying material and chosen algorithms that will be used protect the data sent between the Public Safety ProSe UE(s). This material shall be provided without requiring interaction between the Public Safety ProSe UEs.

Confidentiality of one-to-many communications should be provided for both the in-coverage and out-of-coverage cases. Its use would be a configuration option related to network operations and should hence be under control of the network operator.
Editor’s note: Requirements on integrity protection and replay of the data are FFS
Security mechanisms must scale effectively to large groups, and be compatible with rapid setup of group communications.

This contribution discusses the need of integrity protection and replay protection of the data in PDCP layer for ProSe one-to-many communication, in order to resolve the editor’s note from PDCP perspective.
2 Discussion 

2.1 General 
The UE-UE user plane protocol stack interface PC5-U described in section 5.1.2.1 in SA2 TS 23.303 v0.2.1 is as follows:

5.1.2.1
UE - UE 
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PC5-U: The radio protocols of E-UTRA between UE A and UE B are specified in TS 36.xxx .

Editor’s Note: Access Stratum stack to be reviewed and finally decided in RAN WGs. 

It is expected that NSPS organisations will provide end-to-end security such as encryption and integrity protection at session/application layer as they most likely will not trust the security provided by the 3GPP operator in 3GPP network layer. 

It is stated in SA2 TS 23.303 that one-to-many communication is only applicable for Public Safety UE’s in Rel-12.
2.2 Control plane data in PDCP layer
According to TS 23.303 version V12.0.0, section 5.4.1, there seems to be no control signaling over PC5 interface for ProSe one-to-many communication. Therefore, support of integrity protection in PDCP layer for signaling in control plane is not needed. 
2.3 User plane data in PDCP layer
As described in 5.3.2.3 confidentiality of one-to-many communications will be required in a similar way as it is required today for user plane between the UE and eNB, i.e. as an optional configuration option of the operator. The following discussion will focus on whether integrity protection should be provided in the network layer (PDCP layer) for user plane of one-to-many communications.
Attacks performed by group members:
An integrity key that is shared by Group members does not allow to authenticate the individual member source of the data in the Group. Anyone of the Group members could fake the communication data as coming from someone else in the Group. They could even forward the communication data to others outside the group, or even worse, distribute the Group key (integrity key and encryption key) to non-members. The latter assumes the attacker can get hold of the key.
These types of attacks are not solved by integrity protection in PDCP layer.
Attacks from non-group members:

Integrity protection  helps against some attacks from non-group members Scenarios such as data deletion, modification, replay and data insertion, which would be detected at the receivers’ side.  Deletion and replay can be detected if integrity protection is combined with sequence number handling, as is done for SRBs in PDCP in LTE-Uu.
On the other hand, the threats against integrity do not seem to be different from the threats today for user plane between the UE and eNB.  Also, encryption also provides some level of protection against sensible modifications. If we assume that no integrity protection is used, and that the outsider attacker has a different encryption key than the members in the Group, then the received data packet will most likely be discarded after decryption as it is not possible to decode the packet in the UE.

Therefore, we do not see a need for integrity protection on one-to-many communications user plane in PDCP layer.

If NSPS organizations are not able to accept no integrity protection of one-to-many communications on PDCP user plane then integrity protection could be supported at session layer (e.g. in SRTP) or at application layer.

2.4 Conclusion
It is proposed that integrity protection and replay protection are not supported in PDCP layer for data communication in one-to-many communication. 
3 Proposal
It is proposed that SA3 agrees to include the proposed changes in this pCR into the ProSe TR.

4 pCR 

***
BEGIN CHANGES
***
5.3.2
Key Issue #3.2: One-to-many communications between Public Safety UEs

5.3.2.1
Key issue details

There is a requirement for Public Safety ProSe UEs to be able to communicate in a one-to-many fashion. Relating to this there is a requirement in TS 22.278 [2] for UEs to be able to start communication without first discovering the receiving UE(s). This means that a UE must unilaterally be able to start sending encrypted one-to-many data packets that may be successfully decrypted by other group members without knowing in advance which group members can actually receive the data. 

Groups may be very large, sometimes including hundreds of UEs.  Interactions with GCSE Group Communications may also need to be considered.

5.3.2.2
Security threats 

The following threats are identified as data is exchanged between any of the UEs;

A passive attacker may intercept the data packets exchanged by the two UEs and may be able to obtain their true/original content.

An active attacker may modify the data packets sent by a UE without detection by either the sender UE or any of the receiver UEs.

Due to the one-to-many nature of the communication scenario at hand, it may not be possible to fully protect against replay attacks of one-to-many communications. For example, if a group member does not hear a particular transmission, then it may well be possible to replay that transmission later and have the UE accept this as a fresh transmission. 
The threats against integrity do not seem to be different from the threats today for user plane between the UE and eNB.  Also, encryption also provides some level of protection against sensible modifications. If we assume that no integrity protection is used, and that the outsider attacker has a different encryption key than the members in the Group, then the received data packet will most likely be discarded after decryption as it is not possible to decode the packet in the UE.

If NSPS organizations are not able to accept no integrity protection of one-to-many communications on PDCP user plane then integrity protection could be supported at session layer (e.g. in SRTP) or at application layer.
5.3.2.3
Security requirements

The system shall support providing the Public Safety ProSe UEs with the all the necessary keying material and chosen algorithms that will be used protect the data sent between the Public Safety ProSe UE(s). This material shall be provided without requiring interaction between the Public Safety ProSe UEs.

Confidentiality of one-to-many communications should be provided for both the in-coverage and out-of-coverage cases. Its use would be a configuration option related to network operations and should hence be under control of the network operator.
Integrity protection of one-to-many communications in PDCP layer is agreed to not be supported.
Editor’s note: Requirements on integrity protection and replay of the data on application/session layer are FFS
Security mechanisms must scale effectively to large groups, and be compatible with rapid setup of group communications.

***
END OF CHANGES
***
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