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1
Introduction

For Proximity based services, up to the present we consider the restricted and open direct discovery.  On the other hand, the release 12 ProSe discovery covers only aspects of the open direct discovery. Therefore, in this contribution, we modify the TR 33.833 to align with SA2 specification scope. 
2 
Proposal
The following is proposed for the TR 33833 to support for release 12 Proximity based Services security protection. 

3
PCR 

*** 1st Change ***
5.2
Key Issues on Discovery












5.2.2
Key Issue #2.2: ProSe Direct Discovery

5.2.2.1
Key issue details

One of the key capabilities of a ProSe-enabled UE is to be able to discover other ProSe-enabled UEs in its vicinity by using direct (UE-to-UE) signalling with E-UTRA technology. As part of the normative requirements in TS 22.278 [3] there are two types of discovery: open and restricted. Open applies where there is no explicit permission that is needed from the UE being discovered, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 

5.2.2.2
Security threats 

In direct discovery, a ProSe-enabled UE broadcasts an identity that can be received by other Pro-enabled UEs that are in range to hear these broadcast identities. The receiving UE can analyse received identities in order to decide if any UEs it is wanting to discover are in its proximity.

As noted above there are two types of discovery, open and restricted. With open discovery, there is no requirement for the one UE to be authorised to discover the other UE. This means that the identity that is broadcast for this type of discovery is assumed to be knowable to all UEs (this is true whether the actual identity is broadcast or some well known mapping of the identity is broadcast). 

With restricted discovery, a UE needs to be authorised to be able to discover a particular UE. In particular the broadcast identities should prevent the discovery of a UE without their explicit permission. This threat also extends to the ability to track such a broadcasting UE even if it is not known who the UE belongs to by the broadcast identity. Clearly anyone with the permission to discover the UE would be able to track them, as this is effectively part of the permission to discover in the first place.  

A final security threat is that of unauthorised announcements (e.g., impersonation and replay threats). This may cause a receiver to believe that the other UE is in proximity when it currently isn’t, and hence take whatever action discovering that UE would involve.  For restricted discovery case, only a UE authorised to discover that UE should know the identity that will be broadcast. 

5.2.2.3
Security requirements

The system shall prevent impersonation attacks.
The identities announced on the air interface must be able to be protected from being understood by a currently unauthorized UEs, in order to support restricted discovery. Furthermore, the tracking of UEs based on their announced identities over time should be minimized.

The opportunity for replay attacks on identities announced over the air interface should be prevented.

5.2.3
Key Issue #2.3: Direct Request and Response Discovery

5.2.3.1
Key issue details

In the solutions for discovery procedure in TR 23.703 [4] 6.1 ProSe discovery, there are two ways to perform discovery: 

1) Without network interaction: UE sends a message directly to other UEs for discovery without any network interaction.

2) With network interaction: UE sends a message to other UEs via a network entity. Options for network entities are ProSe Function, PDCF and eNB and/or MME.

Note: The messages for discovery purpose are named differently in SA2 solutions in TR 23.703 [4], 6.1. We categorize them into (1) Discovery Request and (2) Discovery Response for SA3 security study.

5.2.3.2
Security threats 

The following addresses the threats when discovery is carried by sending discovery request and response messages.

1. UE may randomly or maliciously send discovery request and/or discovery response messages. This could also include malicious UE sending messages to those UEs that are not authorized for ProSe service. This can lead to resource depletion of other UEs. 

2. The message discovery request and response messages may be modified during transmission, this can cause various issues including incorrect discovery.

3. The discovery request or response messages could be replayed. This could lead to various attacks like unauthorized UE using the ProSe discovery service that in turn leads to fraudulent charging.

5.2.3.3
Security requirements

The discovery request and discovery response messages should be integrity protected.

The entity which receives the discovery request or discovery response message should be able to verify the source authenticity. 

Replay protection on discovery request and response messages should be provided.

Authorization and verification of UE that requests or responds for discovery should be provided.
5.2.4
Key Issue #2.4: Security analysis for Open Direct Discovery

5.2.4.1
Key Issue Details

In the existing SA3 TR, security threat, requirements and solution are addressing restricted discover (cf. Key issues #3 and solution 2). In Key issue #3 the section 5.3.2 ‘Security Threats’ mentions impersonation as one of the security threat. However the section 5.3.3 ‘Security Requirements’ do not capture impersonation attack as one of the security requirements. Further, replay attack and impersonation attack are applicable to open discover also, especially for standalone service enabler (e.g. advertisements by a store). Excerpt from TR 23.703 (section 6.1.1.2.3) which specifies the standalone service enabler:

ProSe Discovery can be a standalone service enabler that could for example use information from the discovered UE for certain applications in the UE that are permitted to use this information e.g. "find a taxi nearby", "find me police officer X". Additionally depending on the information obtained ProSe Discovery can be used for subsequent actions e.g. to initiate direct communication.

Discovering a specific restaurant/shop by a discovering UE in a place where they do not exist (or are not in proximity) or discovering a friend by a discovering UE when the friend is not in proximity should not be the outcome of replayed/faked direct discovery.

5.2.4.2
Security Threats

In the absence of any protection for the open discovery, a rogue UE can easily receive the discovery information announced by the ProSe UEs and can easily mount replay attack. Further, a ProSe UE can easily impersonate another ProSe UE, so that the discovering ProSe UEs will find the discoverable UEs    even when they are not there or will receive wrong standalone service (like, receiving advertisements which are not valid, as to destroy reputation). 

The security threat on open discovery is, impersonation by a monitoring Prose UE, who is authorised to receive and understood discovery information transmitted, by replaying the received discovery message or transmitting a new discovery message as receiving UE has all information of the transmitting UE. 

Network controlled ProSe discovery service under consideration in solution D13 in the SA2 TR 23.307, allows ProSe enabled UEs to send the collected ProSe_Code(s) through NAS message, for which the ProSe Application Identity(s) match is found. Authenticated and authorised ProSe enabled UEs creating NAS traffic arbitrarily based on discovery message from other malicious or compromised UEs may lead to mounting DoS attack on the MME.

Editor’s note: Whether DoS attack using fake discovery message is possible or not is FFS 

5.2.4.3
Security Requirements

The system shall support a method to mitigate the replay and impersonation attack for ProSe open discovery.

5.2.5
Key Issue #2.5: Security analysis for registration in Network based ProSe Discovery
5.2.5.1
Key issue details
A ProSe enabled UE shall first initiate a registration process before it gets ProSe ID to communicate with other ProSe enabled UEs. In solution D8 from TR 23.703 [4], UE has to perform LTE attach procedure after power on, and the EPS layer in UE sends a ProSe registration request NAS signalling to the ProSe Server via RRC signalling. Then the ProSe server verifies the subscription of the UE to see whether the indicated Open/Restrictive ProSe service is subscribed. If the UE is subscribed, the ProSe Server will assign a ProSe ID to the UE for this application instance.
5.2.5.2
Security threats
There exists such a threat that an attacker can utilize the registration procedure to send many signalling to ProSe Server to fake a legal UE, which can cause ProSe server huge consumption. The details of this attack are as below.

When the attacker is not subscribed to ProSe server, it still sends registration request NAS signaling by a ProSe-enabled device to the ProSe Server via eNodeB and MME. Since the eNodeB and MME have no capability to check the UE’s limits of authority and the eNB and MME just send this signaling forward to the ProSe Server, the ProSe server finally deals with the check.  When it finds out the UE is not subscribed, the ProSe server shall refuse to allocate ProSe ID. 
Then the attacker will continually sends registration request signaling and the ProSe server has to reply this request and continually check and refuse this request. As a result, this process will bring DoS attack and performance degradation in ProSe Server, even bring down the network.

5.2.5.3
Security requirements
The network should take measures to detect the DoS attack so that the impact from the attacker to ProSe server can be decreased.

Note: Existing security mechanism shall be reused whenever possible and appropriate.

5.2.6
Key Issue #2.6: Application Registration for ProSe

5.2.6.1
Key issue details

The following text replicates the procedure of Application Registration for ProSe depicted in Annex I of TR 23.703 [4]. 


Editor’s note: Annex I of TR 23.703 is a temporary home for this , so reference will need to be updated later

When a user registers with a 3rd party application server, he/she is designated an Application Layer User ID (e.g. ALUID_A for user A). This procedure is out of 3GPP specification scope. Then to activate ProSe features such as EPC-level ProSe discovery for a specific application, the UE registers the application with the ProSe Function, as illustrated in Figure 5.2.6.1-1 (copied from TR 23.703[4]).
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Figure 5.2.6.1-1: Application registration for ProSe

1.
UE A sends Application Registration Request (EPSID_A, Application ID, ALUID_A) message to ProSe Function A to register an application for ProSe. EPSID_A is the EPC ProSe Susbcriber IP for UE A. The Application ID is used to identify the 3rd party App Server platform. ALUID_A is user A’s Application Layer User ID.

2.
ProSe Function A retrieves user’s EPC ProSe Subscriber ID (EPSID_A). ProSe Function A may interact with the HSS in order to check whether the UE is authorized to register this application for ProSe. Alternatively, all user settings related to authentication and authorisation for ProSe may be configured locally in ProSe Function A, in which case the interaction with the HSS is not needed.

3.
ProSe Function A sends a ProSe Registration Request (ALUID_A, EPSID_A, PFID_A) message to the App Server indicating that a user of this application (identified as ALUID_A) has requested to use ProSe for that application. PFID_A is the ProSe Function ID of ProSe Function A. If the App Server accepts the request, it stores the user’s Application Layer User ID (ALUID_A) and EPC ProSe Subscriber ID (EPSID_A) together with the PFID_A.

4.
The App Server sends a ProSe Registration Response message to ProSe Function A indicating that the registration was successful (or not).
5.
ProSe Function A sends Application Registration Response (Allowed Range) message to UE A indicating that the registration was successful (or not). The Allowed Range parameter contains the set of range classes that are allowed for this application.

The following is the SA3 interpretation of this process:

1. The EPSID is used by the ProSe function to verify user’s authorization to use ProSe services, possibly with the assistance of the EPS HSS.

2. The ALUID is assigned to the application user by the App server. Authentication and authorization of the ALUID forwarded by the ProSe function to the App server is a responsibility of the App server.

3. When registering an Application for ProSe, App Server gets the EPSID and ProSe Function ID of the user and stores it in association with the ALUID. When the UE A later makes a Proximity Request for the targeted UE B, App Server is queried with ALUID_B and in response returns the EPSID and ProSe Function of UE B.

5.2.6.2
Security threats 

Since the ALUID is not part of a 3GPP user profile, it is not permanently stored neither in any HSS profile data nor as a “buddy list” in ProSe Function. The ALUID is only temporary stored in the ProSeFunction for the duration in which the Application is registered in the ProSe Function. Therefore App Server can’t rely on the correctness of ALUID_A in message 3: ProSe Registration Request. The ProSe UE, not otherwise authorized to use selected application service resources, may maliciously use someone else’ ALUID in order to fraudulently obtain these resources.

5.2.6.3
Security requirements

Security means have to be in place to ensure that the EPSID and the ALUID belong to the same user.

