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/******************Begin of first change*******************************/

4.6.2 Examples of instantiation of roles in SECAM

4.6.2.1 Introduction

The following two subchapters contain  two examples for instantiation of roles in SECAM.

4.6.2.2
Example 1: Combination of self- and 3rd party evaluation

Combination of self-evaluation (for security compliance testing and basic vulnerability testing) and third-party evaluation (for enhanced vulnerability analysis) for the evaluation of a 3GPP network product (e.g. MME A of vendor X
)
In the example below:

-
Vendor development process assurance compliance is self-assessed by a vendor, which has previously been accredited by the SECAM Accreditation Body for this task. This assessment covers Life cycle management of the network product (e.g. control of update in development …).-
Security compliance testing is self-assessed by a vendor, which has previously been accredited by the SECAM Accreditation Body for this task;

-
Basic Vulnerability Testing is self-assessed by a vendor, which has previously been accredited by the SECAM Accreditation Body for this task;

-
Enhanced Vulnerability Analysis is assessed by an accredited third-party laboratory which has previously been accredited by the SECAM Accreditation Body for this task.

-
The operators, and the vendors as far as third parties are concerned, receive the report from all four tasks of the evaluation and the vendor's self-declaration for a given network product and are able to check that all involved parties (self-evaluating vendors and/or 3rd party evaluators) were accredited to undertake the tests by checking their accreditation with the SECAM Accreditation Body.
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Figure 4.6.1.1-1: Combination of self-evaluation for security compliance and 
basic vulnerability testing and third-party evaluation for Enhanced Vulnerability Analysis
 for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

/************************End of first Change**********************************************/
/******************Begin of second change*******************************/
7.3
Self-declaration

After the evaluation process is finished, the vendors review all the evaluation results of the product and give a declaration of their product. In the self-declaration, vendors should 

· give a short summary and conclusion of all the evaluation reports

· declare all tests conducted by the vendors are correctly carried out and all the documents provided by the vendors are authentic without intentional deception.

Editor's note: Further details could be provided.

7
.4
Partial compliance and use of SECAM requirements in network product development cycle

The vendor is likely to integrate SECAM requirements and test cases in its continuous development process process. During this phase, a given network product might fail fully or partially some of the SECAM compliance and/or vulnerability test. The process of how and when vendor choose to fix or not to fix this network product before the final evaluation is under vendor’s responsibility and is outside of SECAM scope. 

SECAM scheme describes the final evaluation for the final network product version expected to be bought by operators. SECAM encourages vendors to aim at a full compliance of all SECAM requirements which should represent a minimum baseline. However, the final network product might still only partially fulfil SECAM requirements. This partial compliance will be documented in the evaluation report results. The final security acceptance decision is under operators’ control which might accept partially compliant products. This choice is under operators’ responsibility and is outside of SECAM scope.
/************************End of second Change**********************************************/
�This is in line with the example showed in the Figure 4.6.1.1.1 after the revision.


�We deleted this NOTE because the same meaning (partial compliance) have been said in paragraph 7.4.





