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Proposal 

It is proposed that SA3 agree the below pCR for inclusion into the ProSe TS.

Proposed pCR 
1
Scope

The present document specifies the security aspects of the Proximity Services (ProSe) features in EPS. The ProSe features covered are:

-
ProSe Discovery that is either done at the EPC level, which may be followed by an optional WLAN direct communication, or direct discovery using E-UTRA directly between UEs;

-
ProSe Direct Communications for ProSe-enabled Public Safety UEs communicating directly between each other in a on-to-many fashion, regardless of whether these UEs are served by E-UTRAN
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TS 23.303: "Proximity based Services; Stage 2".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
ProSe Direct Communication: See [xx]
ProSe Direct Discovery: See [xx]
ProSe-enabled non-Public Safety UE: See [xx]
ProSe-enabled Public Safety UE: See [xx]
ProSe-enabled UE: See [xx]
3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ProSe
Proximity-based Services

4
Overview of ProSe security
4.1
General

The overall architecture for ProSe is given in TS 23.303 [xx]. ProSe includes several features that may be deployed independently of each other. For this reason, no overall security architecture is provided and each feature will described its own architecture.

Although made of several different features, those features share many procedures, for example, both ProSe Direct Discovery and ProSe Direct Communication utilise the same procedure for service authorisation (see TS 23.303 [xx]). Security for this common procedures are described in clause 5 of the present document, while the overall security of the ProSe features is described in clause 6 of the present document (which refers back to clause 5 as necessary).


