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Abstract of the contribution:

This contribution analyzes threat on compromised MME detecting and reacting.
1 Introduction 
Compromised MME (e.g. virus attack by software update, denial-of-service attacked by a compromised or misbehaving UE, etc.) will harm to MME basic functionality. In the runtime, if the compromised MME cannot be detected and reacted timely, it will bring huge losses to communication system and/or user.
 This contribution analyzes the threat on compromised MME detecting and reacting. 
We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN FIRST CHANGES
***
5.3.X  Threat on compromised MME detecting and reacting
· Threat Reference: Tx
· Threat Category: other threat 
· Threatened Asset: the critical assets of MME listed by clause 5.2
· Threat Description: Compromised MME (e.g. virus attack by software update, denial-of-service attacked by a compromised or misbehaving UE, etc.) will harm to MME basic functionality. In the runtime, if the compromised MME cannot be detected and reacted timely, it will bring huge losses to communication system and/or user.
· Threat relevance : yes
***
END OF FIRST CHANGES
***
***
BEGIN SECOND CHANGES
***
5.4
Security objectives

5.4.x Security objectives of compromised MME detecting and reacting
Security compromise of MME should be detected and reported.
***
END OF SECOND CHANGES
***
