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Abstract of the contribution: The contribution provides a technical description of Option 1 for when the SCC should be incremented. The SCC is increased for every X2-AP Addition/modification procedure that affects keys used in the SeNB. The contribution does not evaluate the option. The purpose is to clarify the difference between the two approaches.
1 Introduction
This discussion paper describes option 1 for when the SCC shall be increased in the MeNB. Option 1 consists of increasing the SCC for every X2-AP SCG Addition/modification procedure where keys are being modified or added in the SeNB. It is possible that there are X2-AP SCG modification procedures that are used to modify properties of RLC, MAC or physical channels in the SeNB, but that do not result in that a new S-KeNB is necessary, for example, parameters related to scheduling. This is FFS, and RAN2 needs to be consulted to resolve whether X2-AP SCG modification procedures will be used like this.

The contribution describes the technical features and some of the main consequences. It does not attempt to evaluate or compare this to option 2. The purpose is to provide an accurate high level description of the option, since there has been a long email discussion where it has not been clear if the purpose of the option is to provide a separate key for each DRB (that is not the purpose). 
2 Analysis
2.1 Option 1: MeNB increases the SCC for every X2-AP SCG Addition procedure

2.1.1 Addition of one DRB

2.1.1.1 High level procedure

This shows the case where the MeNB adds one single new SCG DRB. There may be one or more SCG DRBs already established in the SeNB for the UE when the procedure is executed.
The MeNB increases the SCC and derives a fresh S-KeNB. This S-KeNB is transmitted to the SeNB. The SeNB uses the received S-KeNB to derive the encryption key KUPenc. If there already is an existing DRB in the SeNB, it is necessarily using a different KUPenc (because it was derived from a different S-KeNB). There is no separate mechanism that ensures that the encryption keys are different. In fact, the same encryption keys will be used in the case described in next clause (which requires that different DRB ids are used for different DRBs). That the encryption keys are sometimes different for different DRBs is just a consequence of that the MeNB provides a fresh S-KeNB for a new DRB when there are existing DRBs established in the SeNB and when the system is desigend such that the existing encryption keys for the existing DRBs are left in place.  There is neither any significant drawback, nor benefit, with this from security point of view. It is not about forcing each DRB to use a different encryption key; it is rather about allowing them to be different if they happen to be different. 
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2.1.1.2 Using the same encryption key for all DRBs

A variation of option 1 is to add a derivation of a new KUPenc, which is used by all DRBs. To accomplish this, the SeNB and the UE agrees to do this when the DRB is established. For example, the SeNB could include information in the transparent container to the UE that all DRBs shall from now on use the new encryption key. This variation of option 1 requires that different DRB IDs are used for the different DRBs, otherwise there will be key stream repetition as a change of the encryption key is assumed to come with a re-set of the PDCP COUNT. 
Note: It needs to be verified with RAN2 whether it is possible to change the encryption key on all SCG DRBs in a synchronized way during the addition of a new SCG DRB. If that is not possible, changing so that all DRBs use the same encryption key would require a protocol procedure between the UE and the MeNB to do a key change on the fly.

2.1.1.3 Storing or discarding the S-KeNB after KUPenc derivation

Another possible addition to option 1 is to keep the S-KeNB after it has been used to derive the encryption key, even though it is not needed for the current use cases. Since the SeNB receives a new S-KeNB every time it is needed, the SeNB can discard the S-KeNB after calculating the KUPenc. It is unclear what use the S-KeNB could have in possible future enhancements of LTE, e.g., it is not likely to be used as a source key in a handover since the control function is still in the MeNB. However, a second add-on to option 1 is to keep the latest received S-KeNB in the SeNB just in case it would be needed in the future.

2.1.2 Addition of multiple DRBs

Although RAN2/RAN3 has not yet decided whether it will be possible to establish multiple DRBs with a single run of the X2-AP SCG Addition procedure, it is plausible that they will. Doing so does not cause problems for either of the two options. 

The figure below shows the case where the MeNB adds multiple new SCG DRBs using a single run of the X2-AP SCG Addition procedure. The MeNB performs the exact same key derivation operations as it does when adding one SCG DRB. That is, the MeNB increases the SCC and derives a new S-KeNB from the current KeNB and the values of the SCC. The SeNB also performs the exact same key derivation operations it does when a single DRB is added. In this case the same KUPenc is used for all the new DRBs (that necessarily have different DRB ids assigned, which avoids key stream repetition). 
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As is the case when adding a single new DRB, any existing DRBs can keep on using their existing keys, but they can also be re-keyed to use the same KUPenc as the newly added DRBs if that proves beneficial. Following the same reasoning as in the previous clause, it is assumed that each DRB ID cannot identify more than one DRB, and the S-KeNB can be discarded or kept.  
2.1.3 Key change on the fly (originally initiated from the MME)

After a key change on the fly procedure in the MeNB, the MeNB shall initiate a re-keying of the DRBs in the SeNB. This follows the agreements from SA3#74.
Since the KeNB in the MeNB has been re-keyed, it is fresh. This implies that if an S-KeNB is derived from the KeNB, it will be fresh regardless of whether the MeNB increases the SCC or not. For simplicity, the SCC can be increased anyway to provide the exact same S-KeNB derivation for all cases. Alternatively, the SCC is proposed to be re-set to zero for each new KeNB. Doing so reduces the likelihood of the SCC getting close to its maximum. The SCC would then still be input to the KDF for the S-KeNB, but with value zero.
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The procedure implies that several DRBs must simultaneously change the used encryption key with minimized service interruption. This is a similar situation to the one described in clause 2.1.1.2.
2.1.4 Key refresh in the SeNB due to PDCP COUNT overflow in one of the DRBs in the SeNB

Before any of the PDCP COUNTs wrap around, the SeNB sends a notification message to the MeNB regarding this fact.  The notification could include an identifier for the DRB in question. The MeNB then proceeds to derive a fresh S‑KeNB for the indicated DRB according to the same rules as described in clause 2.1.1. Another variation is that the MeNB derives a fresh S-KeNB that will be used for all DRBs in the SeNB.
2.2 Summary

Option 1 for when to increase the SCC:

· Main characteristic: SCC is increased every time the X2-AP SCG Addition/modification procedures are run and they modify the keys in the SeNB. If RAN2/3 will not define X2-AP SCG Addition/modification procedures that do not modify the keys, the SCC will simply be increased for every X2-AP SCG Addition/modification procedure. A consequence is that in some cases some SCG DRBs may end up using different encryption keys. This is neither an advantage nor disadvantage from security point of view.
· Add-on A: (see clause 2.1.1.2) Change the key for all DRBs when one or more DRB is added. Not necessary from security point of view, but maintains symmetry with Rel-8 in that all DRBs in the same eNB use the same encryption key. This add-on may require an additional run of an RRC procedure to synchronize the change of the existing DRBs (This should be checked with RAN2).

· Add-on B:  (see clause 2.1.1.3) Store the S-KeNB in the SeNB after derivation of KUPenc. This is not necessary for the current use cases, but could possibly prove useful for future system enhancements.
· Add-on C:  (see clause 2.1.3) Use a different KDF input when deriving the S-KeNB at key-change-on the fly, since there is no need to include the SCC when the KeNB is fresh already. Alternatively, re-set the SCC to zero after a KeNB change and use SCC = 0 as input to the KDF.
2.3 Proposal

It is proposed that the following questions are posed to RAN2 in an LS:
Questions for RAN2/3:
· Does RAN2 foresee that the X2-AP SCG modification procedure will be used to modify layers below PDCP, so that the PDCP protocol entity is not affected?
· Is it possible to change the encryption key on all SCG DRBs in a synchronized way during the addition of a new SCG DRB?

·  If that is not possible, is it possible to change the encryption key for all DRBs using the same RRC reconfiguration procedure that is used to add the DRB, or are additional RRC procedure runs required?

· Will it be possible to add/modify multiple SCG DRBs using a single X2-AP SCG Addition/Modification procedure?

· Is there any situation where the same DRB ID would be used for more than one DRB?
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