3GPP TSG SA WG3 (Security) Meeting #74bis
S3-140415
31 March - 2 April 2014; Sophia-Antipolis, France
revision of S3-13abcd
Source:
Ericsson

Title:
SCE - Use of multiple encryption keys in one SeNB
Document for:
Discussion

Agenda Item:
4.3 SAE/LTE TS 33.401 Issues: Small Cell Enhancements (SCE)
Work Item / Release:
Rel-12 
Abstract of the contribution: This discussion paper explains the situation where multiple encryption keys are used in the same SeNB. The reason this happens is inherent to the fact that the MeNB have to derive a new S-KeNB when adding a new DRB and there already are existing DRBs active in the SeNB. This happens for both the proposed options 1 and 2.
1 Introduction

This discussion paper explains the situations when an SeNB may end up in the situation that there is an existing encryption key used for some DRBs, and a new encryption key must be taken into use for a new DRB.

The paper also makes the choices for dealing with the situation explicit.

The reader is assumed to be familiar with the two options for increasing the SCC as described in the accompanying discussion paper "SCE - S-KeNB freshness problem description".
2 Analysis 

2.1 Option 1

Assume there is one or more DRBs established in the SeNB already. These DRB(s) is/are encrypted using a common encryption key. If the MeNB wishes to add another DRB to the SeNB, the MeNB increases the SCC, derives a fresh S-KeNB for use with the new DRB, and sends this new S-KeNB to the SeNB when adding the new DRB.

The SeNB derives a new encryption key from the received S-KeNB for this new DRB. But at this point, the existing DRBs use a different encryption key.

2.2 Option 2

Assume there is one or more DRBs established in the SeNB already. These DRB(s) is/are encrypted using a common encryption key. Further, assume that all the 32 possible DRB IDs have been used before in this SeNB with the current S-KeNB. Note that they may have been used in series; it is not necessary that they are all used at the same time. If the MeNB wishes to add another DRB to the SeNB, one of the DRB IDs has to be re-used. The MeNB hence need to increase the SCC and derive a fresh S-KeNB, to use with the new DRB. The MeNB then sends this new S-KeNB to the SeNB when adding the new DRB.

The SeNB derives a new encryption key from the received S-KeNB for this new DRB. But at this point, the existing DRBs use a different encryption key.  

2.3 Possible actions for handling the situation

As can be seen from above, regardless whether option 1 or 2 is used to increase the SCC, there will be a situation where the SeNB derives a new encryption key while another encryption key is already in use for an existing DRB.

There are several options to handle this situation:

-
The SeNB can use the encryption key derived from the newly received S-KeNB only for the newly added DRB and leave the existing encryption key for the existing DRBs in place. Note that in case this option is used, the process described above for option 1 and 2 can be repeated when even more DRBs are added. If the latter happens, there may be more than two encryption keys in use in the SeNB.

-
The SeNB can force the use of the new encryption key derived from the newly received S-KeNB on the existing DRBs as well. If this cannot be achieved using the same X2-AP SCG Addition/Modification procedure and RRC reconfiguration procedure that are used to add/modify the DRB, additional protocol procedures runs are required.
3 Conclusion

Regardless of which option is used to increase the SCC there will be a situation when different DRBs use different encryption keys.

In both cases it is necessary to change the currently used encryption key for the existing DRBs if the same encryption key should be used for all DRBs. It is noted that there is no security problem associated with using different keys.
