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1. Introduction
This document analyses the security threats in the SA3 solution #3.2, GBA-based key distribution for group key communications with white list and gives the revised method.
2.  Analysis
SA3 solution #3.2shows a solution to distribute keys based on GBA, the procedure is as follows:
1. The User_GO (Group Owner) initiates the creation of a group and sends to the NAF-ProSe Key Establishment server a request to create a key gp_ID . The B-TID of User_GO is associated to the request with a white list of users allowed to join gp_ID. The request is signed with User_GO NAF key shared with the server.  

Editor’s Note: The details for signature are FFS. 

2. NAF-ProSe Key Establishment server verifies the signature, creates a key for gp_ID associated to User_GO, and stores the white list associated to gp_ID.

3. NAF-ProSe Key Establishment server sends to User_GO the key associated to the gp_ID thanks to GBA PUSH mechanism.

4.  The User_GO stores the key associated to the group. 
5. The User_n asks the NAF-ProSe Key Establishment server to join the gp_ID and retrieve the corresponding key. The request is signed with User_n NAF key shared with the server.
Editor’s Note: It is FFS to determine if the request needs to be signed.  

6. NAF-ProSe Key Establishment server checks the signature and that the User_n is among the white list of the gp_ID. 

7. If the verification is successful, then the NAF sends the key associated to the gp_ID thanks to GBA PUSH mechanism.

· For any other user allowed to join the group, the steps 5 to 7 are executed. 

· In case of need to refresh the key for gp_ID, the steps 8 to 10 could be executed for all the members of the ProSe Group who share a key.

 In the step1, GO sends to the NAF-ProSe a white list of users allowed to join gp_ID, when there is a User_n requests to join the group, the NAF-ProSe checks if  the User_n is among the white list of the gp_ID.
However, there exists a situation that makes white list unfresh and unreliability. The details are showing in the following figure 1.
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Figure 1. GBA-based key distribution for group communications with invitation
Consider such a case:

UE A is in the whitelist at first. After step 1, that the GO had send the whitelist to NAF-ProSe, then UE A leaves the group or being expelled, and it is no longer in the group right now. But its ID is still in the whitelist and its NAF-key is valid. If UE A is comprised, then UE A can initially request to join in the group, according the original procedure, it can get the key associated to the gp_ID, which is not illegal.
The solution needs to be modified to avoid the above threat.
3. Proposal
We would like to propose the following changes.
********************** 1st CHANGE ***************************
6.3.2.2.3
GBA-based key distribution for group key communications with white list
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Figure 6.3.2.2.3-1. Procedure of GBA-based key distribution for group key communications with whitelist
Pre-requisites

· The ProSe-enabled UEs, involved in the procedure to retrieve a shared key, support GBA and GBA PUSH mechanisms as specified in TS 33.220 [5] and TS 33.223 [6]. 

· The ProSe-enabled UEs involved in the procedure have established NAF-key with the NAF-ProSe Key Establishment as specified in TS 33.220 [5] and TS 33.223 [6].

Procedure

1. The User_GO (Group Owner) initiates the creation of a group and sends to the NAF-ProSe Key Establishment server a requ0est to create a key gp_ID . The B-TID of User_GO is associated to the request with a white list of users allowed to join gp_ID. The request is signed with User_GO NAF key shared with the server.   

Editor’s Note: The details for signature are FFS. 

2. NAF-ProSe Key Establishment server verifies the signature, creates a key for gp_ID associated to User_GO, and stores the white list associated to gp_ID.

3. NAF-ProSe Key Establishment server sends to User_GO the key associated to the gp_ID thanks to GBA PUSH mechanism.

4. The User_GO stores the key for gp_ID
5. Whenever there is a change about the white list, GO needs to send a refreshed white list to NAF_ProSe, so the NAF_ProSe can always keep the accurate list. 
Note: step 5 must accur after step 4,but may not accur before step 6. It depends on whether the white list changes.
Note: If the UE had already got the group key before being removed, then only after the re-keying, the removed UE will be actually banned from the group. 
6. The User_n asks the NAF-ProSe Key Establishment server to join the gp_ID and retrieve the corresponding key. The request is signed with User_n NAF key shared with the server 

Editor’s Note: It is FFS to determine if the request needs to be signed.  

7. NAF-ProSe Key Establishment server checks the signature and that the User_n is among the white list of the gp_ID.  
8. If the verification is successful, then the NAF sends the key associated to the gp_ID thanks to GBA PUSH mechanism.
· For any other user allowed to join the group, the steps 6 to 8 are executed. 

· In case of need to refresh the key for gp_ID, the steps9 to 11 could be executed for all the members of the ProSe Group who share a key. 

Editor’s Note: It is FFS whether mechanism specified in 3GPP TS 33.259 could be reused. 

Editor’s Note: It is FFS whether this solution presents some scalability issue. 

**********************END OF CHANGE***************************
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