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Abstract of the contribution: This contribution analyzes the security threat and security requirement of the console interface on MME. 
1 Introduction  
This contribution analyzes the security threats of the console interface and gives the security requirement.
2 Analysis
The operator personnel or vendor/3rd party which has a contract with the operator can use the console interface to configure MME when MME is deployed and initialized in the operator’s network or when MME can not be remotely managed. In this case, then there will be only the insider attacker because of the MME is located in the closed environment and only the insider maintenance personnel can access the consonle interface. The insider attacker can tamper the MME’s configuration data or insert a virus/worm/Trojan to achieve the privilege of the MME via the console interface. After achieving the privilege of the MME, the attacker can do what he likes on the compromised MME. For example, the attacker can make the MME to work abnormally. More seriously, the attacker can utilize the MME to attack other operator’s network devices.
To prevent the above threats, the security protection for the console interface shall be needed.
3 Proposal

It is proposed to add the security threat and requirement of the console interface on MME in TR33.806.
4 pCR 

***
BEGIN CHANGES
***
5.4.2 Other Threats 

5.4.2.x Security threats on MME’s console interface
· Threat Reference: to be done later
· Threat Category (optional): other threats
· Threatened Asset: configuration data, user account data and credentials, OS, application, mobility management data, processing capacity
· Threat Description: The insider attacker can tamper the MME’s configuration data or insert a virus/worm/Trojan to achieve the privilege of the MME via the console interface. After achieving the privilege of the MME, the attacker can do what he likes on the compromised MME. For example, the attacker can make the MME to work abnormally. More seriously, the attacker can utilize the MME to attack other operator’s network devices.
· Threat relevance:yes
6.x Security requirements on MME console interface
· Requirement Name: Security requirement on MME console interface.
· Requirement reference: to be done later. 
· Requirement Description: 
· RX-1: The MME console interface shall be protected. For example, using strong password protection or using strong multifactor authentication mechanism based on PIN + One Time Password (OTP), smartcards and/or biometrics elements etc. 
· RX-2: The log shall record the access to console interface on MME.
Note: The above requirements just prevent the inside attacker who has the lower level of privileges. For the attacker who has root or admin level privileges, the above requirements can not prevent. So these requirements can only do the partial mitigration of these attacks.
· Threat References: other threats: security threats on MME’s console interface
· Test Case: 
· Check if the protection method (e.g. strong password protection or using strong multifactor authentication mechanism) has been used.
· Check if the access to console interface on MME has been recorded by log.
· Requirement evidences: A document in free form describing: the MME console interface protection method, the access to console interface were generated.
***
END OF CHANGES
***
