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Problem Description:
The EPC-level ProSe discovery procedures, to be found in clause 5.5 of TS 23.303 [S2-140834], make use of OMA SULP [1] to report the location of the UE to the ProSe function.
It hasn’t been discussed yet how the interface between the UE and the SLP is to be protected. We propose to explicitely declare which security mechanisms specified by OMA are to be used.

The OMA ULP [2] (UserPlane Location Protocol) specification describes the security mechanism available.  In particular, two different security mechanisms are usable in a 3GPP system to secure the communication between the SLP and the UE:

· TLS-PSK with GBA: The UE and SLP are at least required to support the TLS_PSK_WITH_AES_128_CBC_SHA ciphersuite.
· Alternative Client Authentication (ACA): The UE verifies that the received TLS server certificate is bound to the FQDN of the SLP configured in the UE , while the SLP authenticates the UE by getting the bearer network to confirm the IP address associated with the UE ID (e.g. MSISDN). TLS 1.1 with the cipher suite TLS_RSA_WITH_AES_128_CBC_SHA is required to be supported, and TLS_RSA_WITH_NULL_SHA may be supported.
GBA has been proposed as a candidate mechanism to secure the communication between the ProSe Function and the UE (cf. Solution #6.1, #2.5), and between the KMS and the UE (cf. Solution #3.1 and #3.2), we believe that re-usage of GBA infrastructure should be encouraged as much as possible because it permits the network operator to optimize the processes around configurartion/provisioning of the network elements (in particular the ProSe Function and the KMS) for ProSe and the ProSe UEs.
GBA is [2] optional to be supported by the UE (called SET Handset in [2]), while the ACA shall always be supported by the UE (c.f. Table 1 in clause 6.1.1.3 in [2]). We therefore propose that GBA method is declared as a mandatory feature for the ProSe UE.
Proposal
Therefore we propose to add in the TR that:

·  A ProSe UE shall support the TLS-PSK with GBA as defined in [2]. 

We do not see, for the particular case of public safety, practical reasons to support the ACA method. Also we may run the risk to support PKI processes when
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5.2.X
Key Issue #2.6: Securing the UE location reporting interface
5.2.X.1
Key issue details
The EPC-level ProSe discovery procedures, to be found in clause 5.5 of [ZZ], make use of OMA SULP [XX] to report the location of the UE to the ProSe function.

It hasn’t been discussed yet how the interface between the UE and the SLP is to be protected. We propose to explicitely declare which security mechanisms specified by OMA are to be used.

The OMA ULP [YY] (UserPlane Location Protocol) specification describes the security mechanism available.  In particular, two different security mechanisms are usable in a 3GPP system to secure the communication between the SLP and the UE (non-exhaustive description):

•
TLS-PSK with GBA: The UE and SLP are at least required to support the TLS_PSK_WITH_AES_128_CBC_SHA ciphersuite.

•
Alternative Client Authentication (ACA): The UE verifies that the received TLS server certificate is bound to the FQDN of the SLP configured in the UE , while the SLP authenticates the UE by getting the bearer network to confirm the IP address associated with the UE ID (e.g. MSISDN). TLS 1.1 with the cipher suite TLS_RSA_WITH_AES_128_CBC_SHA is required to be supported, and TLS_RSA_WITH_NULL_SHA may be supported.

GBA has been proposed as a candidate mechanism to secure the communication between the ProSe Function and the UE (cf. Solution #6.1, #2.5), and between the KMS and the UE (cf. Solution #3.1 and #3.2), we believe that re-usage of GBA infrastructure should be encouraged as much as possible because it permits the network operator to optimize the processes around configurartion/provisioning of the network elements (in particular the ProSe Function and the KMS) for ProSe and the ProSe UEs.

GBA is [YY] optional to be supported by the UE (called SET Handset in [YY]), while the ACA shall always be supported by the UE (c.f. Table 1 in clause 6.1.1.3 in [YY]). We therefore propose that GBA method is declared as a mandatory feature for the ProSe UE.
5.2.X.2
Security threats
Editor’s note: Threats are ffs.
5.2.X.3
Security requirements

ProSe UEs shall support the PSK with GBA-based method as defined in [YY]. 
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