3GPP TSG SA WG3 (Security) Meeting #74-BIS	S3-140387
31 March – 2 April, 2014;Sophia-Antipolis (France)	revision of S3-14abcd
	
Source:	Alcatel Lucent
Title:	WebRTC security:- pCR to TR 33.871
Document for:				Approval												
Agenda Item:	4.5 WebRTC security
Work Item / Release:	IMS_WebRTC / Rel-12
Abstract of the contribution: Add an additional security requirement to section 5.1 for eP-CSCF to determine the IMPI/IMPU of the IMS subscriber authenticated by a 3rd party (i.e. scenario 2).

1. Introduction
This pCR applies to scenario 2 of TR 33.701. It places a requirement on the IMS network to reliably determine the IMPI/IMPU of the WIC from the received authorization information (for ex., access token). 
When an IMS Service provider relies on a 3rd party authentication service to authenticate WIC users, there needs to be a reliable mechanism in eP-CSCF to associate the IMS authorization information  received from the WIC with the IMS subscription (IMPI/IMPU) against which these credentials were generated by the 3rd party.  Once this association is determined, eP-CSCF can safely use the IMS subscription in the SIP REGISTER message it sends on the interface towards the IMS core.

	*** BEGIN CHANGES ***
***************************************************************
5	Assumptions and Security requirements
5.1	Assumptions
Editor’s Note: If needed, this clause will define the underlying assumptions of the work.
[bookmark: _Toc378234853]5.1	Security requirements
Requirements for Support of WebRTC IMS Client access to IMS are specified by SA1 in 3GPP TS 22.228 [2]. Additional potential architectural requirements identified by SA2 are stated in 3GPP TR 23.701 [5].
The following security requirements have been identified by SA3:
· REQ 1: An IMS service provider relying on a third party authentication service for WebRTC shall ensure that at most IMS subscribers that have granted that third party the right to register them to the IMS with one of their own IMS identities are impacted by a potential security breach affecting that third party. 
· REQ 2: An IMS service provider should be able to identify and mitigate security anomalies or security breaches at one entity providing a third party authentication service selectively, without affecting clients associated with other entities providing a third party authentication service.
· REQ 4: An IMS service provider relying on a third party authentication service for WebRTC IMS Clients (WIC), shall securely determine from the received authorization information the IMPI and IMPU of the authenticated WIC attempting to register with the IMS network.
NOTE: In a use-case where IMPI is associated with multiple IMPUs, IMPI to IMPU association check when I-CSCF User Registration Query is processed by the HSS, is not enough. For ex., a user who has authenticated to the WWSF as sip:bob-impu1@operator.com but changes “To” field in the W2 REGISTER message to sip:bob-impu2@operator.com, will not be detected by the IMS network. It is therefore necessary to determine IMPU and IMPI of the authenticated user from the received authorization information.

Editor’s Note: This clause will define additional potential security requirements
*******************************************************
*** END CHANGES ***
