3GPP TSG SA WG3 (Security) Meeting #74-BIS	S3-140384
31 March – 2 April, 2014;Sophia-Antipolis (France)	revision of S3-14abcd
	
Source:	Alcatel Lucent
Title:	WebRTC security - pCR to TR 33.871
Document for:				Approval												
Agenda Item:	4.5 WebRTC security
Work Item / Release:	IMS_WebRTC / Rel-12
Abstract of the contribution: This pCR updates section 4.1.3 for alignment with section 6.1 of TR 33.871

1. Pseudo CR
	*** BEGIN CHANGES ***
***********************************
[bookmark: _Toc378234847]4.1.3	WebRTC User plane
The WebRTC user plane consists of media channels for audio and video, and data channels for peer-to-peer communication of arbitrary data. The user plane is controlled by theWebRTC compliant browser and therefore much more standardized. Some security relevant requirements (see [10]) on the WebRTC compliant browser are::
· All channels must use STUN/TURN/ICE to traverse NAT and Firewall equipments.
· Media channels must use SRTP with keys provided by DTLS-SRTPand DTLS-SRTP
· Data channels must use SCTP over DTLS
An overview of the WebRTC protocol layers for the user plane can be seen in Figure 4.1.3-1.
**********************************
*** END CHANGES ***
