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Abstract of the contribution:

This submission updates the IDENTITY solution proposed for GCSE to remove any repetition of content from the ProSe TR. It now references this submission instead. Additionally the interaction between GCSE and the IDENTITY solution proposed in the ProSe TR is described with signalling flows. In particular, IDENTITY support for multicast is described.
The first change to the document adds a referece to the ProSe study document.
The second change is to refer to the description of IDENTITY in the ProSe TR rather than repeating it here. As a result, the majority of the content is removed except for sections of the introduction and the comparison with ProSe IDENTITY solution. To replace the removed content, the following additions are made:

· The editors note on ‘How UE identities are managed is ffs.’ is removed. This is covered by submission S3-140377 and referenced from this document.

· A description of which IDENTITY communications may be multicast. 

· The alteration to the IDENTITY signalling flow when a session is created over a multicast channel.  

· A description of how the secured media is transmitted.

· A section describing that it is impractical to use both MBMS security and IDENTITY at the same time.
*******START OF 1st PROPOSED CHANGE FOR GCSE TR*********
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.468:  "Group Communication System Enablers for LTE (GCSE_LTE)".

[3]
3GPP TR 23.768 "Study on architecture enhancements to support Group Communication System Enablers for LTE (GCSE_LTE)".

[4]
3GPP TR 23.703: "Study on architecture enhancements to support Proximity Services (ProSe)".

[5]
3GPP TS 23.401: ""General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[6]
3GPP TS 23.246:  "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description".

[7]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)"
[8]
3GPP TR 33.833: “Study on security issues to support Proximity Services”
*******END OF 1st PROPOSED CHANGE FOR GCSE TR*********

*******START OF 2nd PROPOSED CHANGE FOR GCSE TR*********

6.X.4.1


Solution X: GCSE Security via IDENTITY
6.X.4.1.1 
Introduction 

GCSE requires a point-to-multipoint service where the transmission originates from a UE. A requirement of a GCSE User Service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method of authentication, key distribution and data protection for a GCSE User Service.

This proposal is to use the full IDENTITY solution for one-to-many group communications is described for ProSe in Section 6.3.1 of [8]. As a session-layer architecture, this solution may be applied to secure GCSE communications. 

The public safety IDENTITY solution supports pre-arranged and ad-hoc groups alongside unicast or multicast transmissions. For pre-arranged groups it allows groups to be created by a group manager which may be integrated with the network infrastructure or managed externally. For ad-hoc groups, it allows users to create small groups as required. It also allows group members to authenticate group sessions. The solution is applied at the session layer, and hence may be applied to a wide variety of use-cases including ProSe, GCSE, PTT and IMS group communications. This proposal describes how the solution described in Section 6.3.1 of [8] is used within the GCSE architecture to support multicast transmissions. 
6.X.4.1.2
IDENTITY Support for multicast communications

This section details which IDENTITY communications can or cannot be multicast by the BM-SC. The full signalling flows may be seen in Section 6.3.1 of [8].

6.X.4.1.2.1 
Provisioning and Configuration
The IDENTITY provisioning process (Section 6.3.1.2.4 of [8]) is the process which distributes IDENTITY keys to UEs. This a client-server relationship between the UE and the IDENTITY KMS. The IDENTITY KMS should be viewed as external to the GCSE architecture. Hence this connection may only be performed a unicast connection.

The pre-arranged group configuration process (Section 6.3.1.3.2 of [8]) is the process whereby a group manager sets up a security association with group UEs. For GCSE, the group manger may be viewed as being integrated with the GCSE-AS. As the group manager distributes keys individually to group UEs, it is expected that this will be performed over a unicast bearer. However, as messages are secured to individual UEs, these messages may be broadcast or multicast by the MBMS if required.

6.X.4.1.2.2
Session Initialisation and Key Distribution
The session key distribution process for pre-arranged groups (Section 6.3.1.3.3.2 of [8]) distributes a session key for a group communications among public safety UEs in a pre-arranged group as part of session initialisation. Messages are routed from an initiator via a group controller. For the purposes of GCSE, the group controller may be viewed as being integrated with either the BM-SC, GCSE-AS or as a separate entity (depending on traffic routing). As the message is the same for each UE and secured for only UEs in the group, the group controller may route the session initialisation message to the MBMS to be sent over a broadcast or multicast bearer.

The session key distribution process for ad-hoc groups (Section 6.3.1.3.4.2 of [8]) allows a public safety UE to create an ad-hoc group and distribute a session key to a small number of group members via a group controller. It is expected that the group controller will send individual session initiation messages to UEs over a unicast bearer. However, as for network-independent session initiation (Section 6.3.1.3.4.3), alternatively the single message uploaded to the group controller may be broadcast by the MBMS if required.   

Figure 6.X.4.1.2.2-1 demonstrates the signalling flow for setting up a session over a multicast bearer. This signalling flow applies to both pre-arranged and small ad-hoc groups. 
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Figure 6.X.4.1.2.2-1: IDENTITY group session key distribution over a multicast bearer

The signalling flow in Figure 6.X.4.1.2.2-1 is now described in detail. 1. This signalling flow is very similar to that described in Sections 6.3.1.3.3.2 and 6.3.1.3.4.2 of [8], the only difference being that the group controller need not send multiple multicast communications:

1. Prior to beginning this procedure it is assumed that the security association for the pre-arranged group has been created for each participating public safety UE (as described in Section 6.3.1.3.2 of [8]).

2. A Public safety UE generates a GSK and sends a session creation notification (e.g. SIP INVITE) to the group controller, via a serving signalling server and local group server. Within the SDP Offer of this message, security information is included as described in Section 6.3.1.3.3.2 or 6.3.1.3.4.2 of [8].

NOTE: This message may be pre-generated to increase the efficiency of the communication.

3. The group controller notifies UE 1 that it received the message (e.g. SIP TRY). This message does not contain any security information.
4. The group controller forwards the session creation notification (e.g. SIP INVITE) to the BM-SC. Further information (such as where the notification should be broadcast and to which UEs) may be included.

NOTE: Based on SA2 work, it is unclear if signalling/traffic is also routed via the GCSE-AS.

5. The BM-SC multicasts the SDP Offer to group UEs. No additional security need be applied by the BM-SC.
6. Each member of the group extracts the Group Session Key and notifies the group controller that they received the message. This message does not contain any security information.

7. Further messages are sent to setup the group session. These messages contain no security information.

Following successful session initialisation, media can be securely transmitted to the group.
6.X.4.1.2.3 
Transmission of Media
Media sent over one-to-many group communications (Section 6.3.1.3.5 of [8]) may be sent directly via ProSe, routed by the group controller via a unicast bearer or routed by the group controller via multicast bearers. To multicast over MBMS, the group controller routes the traffic to the BM-SC (potentially via the GCSE-AS) with information on which UEs require the communication. 

6.X.4.1.3
Use of MBMS security

As MBMS security and this IDENTITY proposal both secure media security at the session layer (SRTP) it appears to be infeasible for both to be applied at the same time. Where the IDENTITY solution is used for public safety users, it seems likely that MBMS security will have to be disabled.
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6.X.4.1.4 
Comparison with ProSe IDENTITY solution

The security solution presented here is entirely aligned with the one-to-many IDENTITY ProSe solution described in Section 6.3.1 of [8]. Having a consisten security solution that may use a variety of transport bearers is advantageous for the following reasons: 
· As security is independent of the transport bearer, the network may choose to send the traffic over multicast or unicast bearers dynamically without impacting security. 
· Should the initiating UE lose network connectivity, it can switch to a one-to-many group ProSe communication without having to perform a new security procedure. 
· Without altering media traffic, communications may be transmitted via ProSe, a unicast bearer and GCSE simultaneously.
· Fewer nodes within the network have a security role and hence need to be secured by public safety users. The IDENTITY solution is designed to ensure that the number of entities with a security function is minimised, and that, should an entity’s security function be compromised, the impact is limited to UEs/Groups of UEs for which the entity is explicitly responsible.    
*******END OF 2nd PROPOSED CHANGE FOR GCSE TR*********
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