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Abstract of the contribution: This pCR resolves the Editor's Note in the firewall traversal section (clause 6.3.1) of TR 33.871. In the joint meeting between SA2 and SA3 at SA3#74, it was decided to not standardize any firewall traversal solution for WebRTC in Rel-12.
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***
NEXT CHANGE
***
6.3.1
Firewall traversal

A WebRTC IMS Client (WIC) may face the same firewall traversal scenario where a restrictive firewall blocks UDP and only allow TLS/443 (HTTPS) and /or TCP/80 (HTTP) to pass, as described in TR 33.830 [X1].   For signalling, because WIC always sends signalling over secure WebSocket or HTTPS, a restrictive firewall will not block signalling messages and there is no need for a firewall traversal solution.  However, a restrictive firewall may block WebRTC media which is sent over UDP.  Therefore a firewall traversal solution is needed for WebRTC media.
To be able to traverse restrictive firewalls a WIC may support the ICE/STUN/TURN based method described in Annex W.3 of TS 33.203 [5].  The only change is that instead of using SIP over TLS for signalling, the WIC and eP-CSCF uses the proprietary W2 interface which runs on top of secure WebSocket or HTTPS. No changes are required to the media plane procedures. Similar as described in Annex W.3 of TS 33.203, if the browser executing the WIC is configured with an HTTP proxy, the HTTP CONNECT method is used to establish the TLS tunnels to the eP-CSCF and the TURN server.

NOTE 1:
In order for the firewall traversal solution in Annex W.3 of TS 33.203 to work in the WebRTC case, the browser executing the WIC must support TURN over TLS on the non-standard port 80 and 443.  It also needs to support the use of HTTP CONNECT for the establishment of the TLS connection to the TURN server.
NOTE 2:
At the time of writing, the IETF RTCWEB WG is still working on a firewall traversal solution for WebRTC and the specification is currently in the early draft stage. The TURN based solution is one of the most likely candidates but the details of the solution may still change. Furthermore, in order for the TURN server to authenticate and authorize the WIC, TURN credentials have to be provisioned in the WIC and TURN server. Further analysis is required before such a provisioning mechanism can be specified. Due to these reasons no firewall traversal solution for WebRTC will be specified in Rel-12.  
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