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Abstract of the contribution: This pCR proposes an alternative formulation for the note in Clause 6.1.1.2 in TR 33.871, which describes the issue of using SIP Digest over a 3GPP defined access network.
1 Introduction
There is currently a note in Clause 6.1.1.2 of TR 33.871 which points out the problem of using SIP Digest over a 3GPP access network:
NOTE 2:
The use of SIP Digest breaks the 3GPP security requirement mandating IMS AKA to connect to IMS when using a 3GPP access network, see 3GPP TS 33.203.
The requirement in TS 33.203 which the above note refers to is found in Annex N of the specification:
"SIP Digest authentication and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications. The P-CSCF can enforce this condition by identifying REGISTER requests relating to SIP Digest according to the rules in Annex P.3 of the present document and discarding them when received over an access network defined in 3GPP specifications."
However, there are a number of problems with the way the note is currently formulated: 
· If the goal is to eventually move this section into TS 33.203 then using words such a "breaks" is clearly unsuitable

· It should be pointed out that using SIP Digest is perfectly fine if the WIC uses a non-3GPP access network. For example, if the user switches from cellular access to WiFi access on his mobile phone or uses a laptop or desktop computer, then the WIC is allowed to use SIP Digest when it connects to the eP-CSCF and registers to IMS. 

· The access network requirement in TS 33.303 was added to force IMS UEs to adopt IMS-AKA, which is the preferred authentication mechanism in IMS. However, this requirement makes less sense for browsers which lie outside the control of 3GPP and which cannot be expected to implement the required USIM/ISIM interface.
A comparison could also be made to GBA_Digest specified in Annex M of TS 33.220. GBA_Digest is based on SIP Digest and the following is said about its intended usage:
"GBA_Digest allows access to applications in a more secure way than would be possible with the use of password-based HTTP Digest as specified in RFC 2617 [3] without enhancements. It may be useful for environments where a UICC, or a SIM card, is not available to subscribers. The use of GBA_ Digest is restricted to such environments."

"The bootstrapping procedure for GBA_Digest is, in principle, access independent as it only requires IP connectivity from the UE.  However, in order to ensure that GBA_ Digest is not used over access networks defined in 3GPP specifications operators may introduce some access dependence in their network configurations, e.g. by assigning different ports on the BSF to different access networks."

Notice in particular the use of the word may in the second quote above. In other words, it is optional for the operator to enforce the restriction on access networks for GBA_Digest.
2 pCR
An alternative formulation is suggested for the note in Clause 6.1.1.2.
***
BEGIN CHANGES
***
6.1.1.2
Use of SIP Digest credentials

In this scenario that the WebRTC IMS Client implements the SIP Digest algorithm and sends the authentication information to the eP-CSCF. The use of SIP Digest in IMS is specified in Annex N of TS 33.203 [5].

Figure 6.1.1.2-1 shows the registration flow. In this figure SIP over secure WebSocket is used between the WebRTC IMS Client and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used as long as it is able to relay the IMPI and the digest challenge, challenge-response, and auth-info values.

It is recommended to maintain a clear separation between WebRTC IMS Clients and regular IMS UEs. A user accessing IMS from a WebRTC IMS Client should be assigned a separate subscription in the HSS with a unique IMPI and SIP Digest password.  In this way a compromised password will have an isolated impact and only affect the WebRTC IMS Client.

The solution requires that the IMPI and SIP Digest password are made available to the JavaScript in the WebRTC IMS Client.

The entities that have access to the IMPI and SIP Digest password, and thus needs to be trusted by the operator, are the user, the browser, the WWSF, and the IMS core network.  SIP Ddigest is therefore only intended to be used when the WWSF is controlled by the operator or a 3rd party trusted by the operator.

NOTE 1:
It is assumed that the credentials are entered by the user via the web GUI or retrieved from the WWSF over HTTPS. Note that the latter option requires that WWSF has authenticated the user previously.

NOTE 2:
Annex N in TS 33.203 states that SIP Digest shall not apply to access networks defined in 3GPP specifications.  An operator can enforce this access restriction by only accepting  register requests using SIP Digest from WICs received over a non-3GPP access network (e.g. WiFi) and rejecting requests received over 3GPP access networks (e.g. LTE).  While this access restriction makes sense for regular IMS UEs to enforce the adoption of IMS-AKA, which is the preferred authentication mechanism in IMS, it makes less sense for browsers which lie outside the control of 3GPP and which cannot be expected to implement the required USIM/ISIM interface. This case can be considered similar to the case of GBA_Digest where a UICC, or a SIM card, is not available to subscribers. For this reason the access restriction in Annex N could be relaxed to the may level, i.e. whether the access condition is enforced for WICs or not depends on the security policy of the individual operator.
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Figure 6.1.1.2-1: WebRTC client authentication using SIP Digest

NOTE 3:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/). The protection mechanism works under the assumption that the browser is not under the attacker's control, which means that the contents of the Origin header can be trusted.   

***
END OF CHANGES
***
