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Abstract of the contribution: Details for key refreshment of SeNB when PDCP COUNT of SeNB wraps round.
1. Introduce
In SA3 #74, it has been agreed SKeNB refresh initiated by the SeNB shall be considered. Any PDCP COUNT in SeNB for a UE wraps round will lead to SKeNB refresh procedure in the MeNB. This document provides details for key refresh of SeNB in case KeNB in MeNB refreshes.
2. key refresh initiated by SeNB 
SeNB maintains the PDCP COUNT of each RB. Once any PDCP COUNT reaches a certain threshold, the SeNB will need to update the KUPenc in use by triggering a key refresh procedure of the S-KeNB in the MeNB. This is done by re-using the SCG Modification procedure.
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Fig.1 S-KeNB refresh
1. SeNB detects that one PDCP COUNT arrives at the thereshold. SeNB requests MeNB to refresh local security context by sending SCG modification Request to MeNB. The cause used to trigger the procedure (i.e. key refresh) and encryption algorithm selected by SeNB should be included in the message.
2. The MeNB sends the RRCConnectionReconfiguration message to the UE including the RB list to be released and RB list to be added, the encryption algorithm selected by SeNB and the counter value used to derive the new S-KeNB. 
3. The UE applies the new configuration and replies the RRCConnectionReconfigurationComplete message. UE derives the S-KeNB and derives KUPenc.
4.
The MeNB replies the SCG Modification Response to the SeNB including S-KeNB the MeNB derived. SeNB receives the refreshed S-KeNB to derive KUPenc from the received S-KeNB.
5.  UE performs RA procedure to SeNB.
Note: The order the UE sends the RRCConnectionReconfigurationComplete message and performs the Random Access procedure towards the SCG should be aligned with RAN2.
***************************************start change*********************************************
X.2.3
Key refresh and re-keying procedures

x.2.3.y  key refresh initiated by SeNB
SeNB maintains the PDCP COUNT of each RB. Once any PDCP COUNT reaches a certain threshold, the SeNB will need to update the K by triggering a key refresh procedure of the S-KeNB in the MeNB. This is done by re-using the SCG Modification procedure.
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Fig.1 S-KeNB refresh
1. SeNB detects that one PDCP COUNT arrives at the thereshold. SeNB requests MeNB to refresh local security context by sending SCG modification Request to MeNB. The cause used to trigger the procedure (i.e. key refresh)  and encryption algorithm selected by SeNB should be included in the message.

2. The MeNB sends the RRCConnectionReconfiguration message to the UE including the RB list to be released and RB list to be added, the encryption algorithm selected by SeNB and the counter value used to derive the new S-KeNB. 

3. The UE applies the new configuration and replies the RRCConnectionReconfigurationComplete message. UE derives the S-KeNB and derives KUPenc.

4.
The MeNB replies the SCG Modification Response to the SeNB including S-KeNB the MeNB derived. SeNB receives the refreshed S-KeNB to derive KUPenc from the received S-KNB.
5.  UE performs RA procedure to SeNB.

Note: The order the UE sends the RRCConnectionReconfigurationComplete message and performs the Random Access procedure towards the SCG should be aligned with RAN2.
**************************************end change*********************************************
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