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1 Introduction:
This contribution addresses the Security requirement captured in the TR 33.833 sub-clause 5.5.2.3 " Charging information shall be securely collected and communicated by the ProSe enabled UE to the network, so that the operator may trust the accounting information. " . Further SA2 agreed and specified the normative text for the decentralized network-independent one-to-many communication solution for Rel-12 for Public Safety use.
In this contribution, feasibility of using UE-provided ProSe session accounting data as a trusted source of information for CDRs generation is achieved by involving the UICC. The UICC imposes the accounting data collection and reporting it securely to the network for the ProSe direct communication. By linking security mechanism with charging function, an acceptable level of trust and security is achieved for ProSe accounting.
2. Discussion
x.x Solution: ProSe accounting
x.x.1 UICC based ProSe Accounting

In order to confirm sufficient level of trust, UICC should impose accounting limits for ProSe communication. Involving UICC allows the operators to control and also collect the data on the amount of authorized transmission/receptions. By linking security mechanism with charging functions, an acceptable level of trust is achieved for ProSe accounting. Potential mechanism would be to allow the UICC to perform accounting based on the number of security keys issued to the device or the time allowed for ProSe direct communication. 
The ProSe accounting related parameters are included and configured in the UICC by the ProSe Function using PC3 reference point, along with the provisioning parameters for ProSe Direct Communication [TS 23.303 v1.0.0]. The UICC that has been configured for ProSe have the accounting capabilities and may be provisioned with a credit limit based on network policy and/or subscription (prepaid or postpaid).  The credit limit and accounting information are based on the number of keys to be provided (which is related to number of messages received/transmitted) by the UICC to the device for ProSe Direct Communication. 

Linking of security mechanism with charging function is achieved by making the ME to obtain parameters needed for its security context (Group Session Key) from the UICC always, so that the ME performs communicates with other UEs securely. Eventually when exhausting the security context after particular volume of data transmission, the ME needs to obtain fresh session key in order to further communicate with other UEs, when requested for new key by the ME, the UICC will account the number of keys issued to the ME and provides the new session key. By doing so, the UICC can collect the information on the number of keys received by the ME over a period of time and/or control the number of key to be issues based on the preconfigured credit limit. The operator retrieves the accounting information from the UICC directly which operator can trust the information for generation of the Charging Data Records (CRDs). Optionally the operator may also authorize some maximum amount of key to be retried (e.g. prepaid) in the UICC, to control the credit limits. 

Most of the solution in the TR 33.803 for ProSe Direct communication uses group pre-shared key provisioned by the network and securely storage in the UICC and group session key is derived from the group pre-shared key to protect the group communication data traffic. Since the UICC provides the session key for limited volume of data, the UICC can account the volume of data based on the number of keys issued and report the accounting data to the network to generate CRD for the UE. Below sections details the two possible charging mechanisms namely volume based charging and time based charging for the ProSe direct communication involving the UICC. 
Editor Notes: Integrity of the volume parameter and time parameter received from ME should be ensured.
x.x.1.1 Volume based charging
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Figure x.x.1.1-1 below details the flow for volume based charging aspects for Prose direct communication (one-to-many communications). 
Figure x.x.1.1-1 : UICC based ProSe Accounting
1. Service authorization for ProSe direct services is performed for ProSe Direct Communication and UE is configured with the related information for one-to-many ProSe Direct Communication. The UE obtains the necessary group context including the ProSe accounting information. The accounting information may include the credit limit VolumeThreshold.
2. The provisioning of accounting parameters for ProSe Direct Communication may be configured in the UICC.

3. The originating UE finds the appropriate radio resource to conduct one-to-many ProSe Direct Communication.
4. Most of the solution in the TR 33.803 for ProSe Direct communication uses group pre-shared key provisioned by the network and securely stored in the UICC and group session key is derived from the group pre-shared key to protect the data traffic. Since the UICC provides the session key for limited volume of data, the UICC can account the volume of data based on the number of keys issued.  The group session key is derived from the group pre-shared key as follows:

KGroup-ProSe-Session = KDF {KGroup-Pre-shared, UE-a ID, VolumeThreshold-UE-a}
· KGroup-ProSe-Session : Key used to protect the group data. This key is valid only till the data transfer reaches the threshold value (VolumeThresholdUE-x)

· KGroup-Pre-shared : Provisioned by the network as part of group information. 
· UE-a ID : Identity of the originating Prose device

· VolumeThresholdUE-a : Provide by UICC based on the permitted Volume threshold value. VolumeThresholdUE-a value will be less than or equal to Permitted Threshold value. UICC decides on the splitting of permitted threshold values as to refresh session key, so that session key will not be used for long time. VolumeThreshold-UE-a value may not be the permitted value (pre-paid capacity), it can be random within the total credit limit. The UICC will not provide new VolumeThreshold-UE-a and the session key (charging key), if the VolumeThreshold-UE-a reached the permitted threshold value. Since the permitted Threshold value is not known to the device and VolumeThreshold is required to refresh the session key, complete control on the charging can be achieved by the security mechanism. Since VolumeThreshold is used for key derivation, any tampering or faking by the originating ME will lead to wrong key generation in the other UEs.   
5. ProSe Direct communication confidentiality is performed as shown below in the figure. VolumeCOUNT and VolumeThreshold are used to ensure and enforce, that the other party in communication expects new fresh key once the VolumeCOUNT reaches the VolumeThreshold. For every key establishment (including Key refresh), the VolumeCOUNT value is initialized to “0” and increment for every packet. Alternatively, the VolumeCOUNT will be increment based on the application data size.  The VolumeCOUNT value is carried along with the message. VolumeCOUNT can be PDCP COUNT, if ProSe uses the PDCP layer.  Since the permitted Threshold value is not known to the device and it is required to refresh the session key for every intermediate VolumeThreshold, device always depends on the threshold value and the session key.
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Figure x.x.1.1-2 : Ciphering of ProSe direct communication data
6. When the ME performs communicates with other UEs, eventually exhausts the security context after particular volume of data transmission. Then the ME needs to obtain fresh session key in order to further communicate with other UEs, when requested by the ME for new key, the UICC will account the number of keys issued to the ME. By doing so, the UICC can collect the information on the number of keys received by the ME and/or control the number of key to be issues based on the credit limit. The MEs when requesting for new key or when closing the group communication, provide the key usage details (volume count details) to the UICC, to make note of it for accounting. 
7. The originating UE then provides the new VolumeThreshold to others UEs to refresh the key KGroup-ProSe-Session
8. Other UEs in the group request the respective UICC to provide refreshed keys by providing the originating UE-ID and the VolumeThreshold value. The UICC provides new key and updates it in the accounting information.
9. Data Transfer resumes with new session key protection (increments Count value for each packet transfer).

10. and 11. UEs reports the accounting details (number of key issued to ME, IDs of the other ProSe UEs, Time information, volume of data transmitted/received (in terms of VolumeThresholds)) to the ProSe Function securely through management protocols, periodically or when UE establish communication with the network.. The accounting detail contains its information and also other UEs information it communicates with. For Public Safety UEs in "out of network coverage" cases, the ProSe session accounting data is reported to the network, when the UEs go back into coverage (offline accounting). Therefore, delayed reporting of the ProSe session accounting data is possible.
12. The ProSe function consolidates the report received from different UEs and prepares the CRDs. A fraudulent use of keys could be detected by means of discrepancies (more data was received from a UE than it claims to have sent) among the reports from the listening UEs. 
Editor's Note: Complete mechanism to be developed in alignment with the direct communication security mechanism and charging architecture.

Editor's Note: If the group context, ProSe configuration and related credentials are stored in the secure environment of the ME, then the secure environment performs the ProSe accounting mechanism detailed in this section x.x.1.
x.x.1.2 Time based charging

The ProSe Function provisioning the configuration data provides Prose configuration with its lifetime (how long it is valid) for prepaid scenario. The ProSe configuration along with its lifetime is stored in the UICC and then provided to the device, based on request from the device. Once the validity time is expired, the UICC and device deletes the configuration. Based on the authorized subscription and credits/credentials available for the particular subscriber, the network renews the ProSe configuration in the UICC. Before the lifetime expires, either the network provides configuration along with new validity time or alternatively, the device contacts the network to obtain validity time extensions. This allows an operator to define a limited use policy for the UE.
In case of post-paid scenario, the UICC may also include the “TIMER MANAGEMENT” proactive command along with the ProSe direct communication configuration (c.f, ETSI TS 102 223) to the device, so that the device replies back for the proactive command, the time period the configuration was used, for the UICC to performing accounting. Then the network obtains the accounting information from the UICC and creates CRD for the UE. 

3
Conclusion:

We request SA3 to include the above section 2 proposal in the SA3 TR for further study (Section 2.2 under solutions in the TR). 
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