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Abstract of the contribution: Counter check procedure for SCG initiated by SeNB.

1. Introduction
Counter check procedure is specified in 7.5 of TS 33.401 for eNB to periodically perform a local authentication. The same requirement is needed for SeNB in SCE scenario. This document provides details for counter check procedure in SeNB.
2. Procedure for SeNB counter check
SeNB may need to do a counter check when PDCP COUNT reaches a certain value. As the counter check procedure is performed through RRC message, the SeNB needs to initiate the procedure by sending the request with PDCP COUNTs to MeNB via X2. Then the MeNB completes the procedure as described in 7.5, TS33.401 with UE. The result of the counter check should then be sent back to the SeNB.  


Figure 1: SeNB periodic local authentication procedure(Successful)



Figure 2: SeNB periodic local authentication procedure(Failed)
1.	When a threshold value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a X2AP Counter Check message is sent by the SeNB to MeNB. The Counter Check Request message indicates the PDCP COUNT value(s) (which reflect amount of data sent and received) of the radio bearer(s).
2a.MeNB constructs RRC Counter check messge according to the received X2AP Counter Check message.
2b. The UE compares the PDCP COUNT values received in the RRC Counter Check message with the values of its radio bearers (associated possibly with both SeNB and MeNB).  Different UE PDCP COUNT values are included within the RRC Counter Check Response message. 
3 If no PDCP COUNT included in the RRC Counter Check Response message, 
If the MeNB receives a RRC counter check response message that does not contain any PDCP COUNT values, the RRC procedure ends.
If the MeNB receives a RRC counter check response that contains one or several PDCP COUNT values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.
To end the X2AP counter check procedure, the MeNB may return a X2AP response to the SeNB to inform it that the X2AP procedure is complete.
Editor’s Note: It needs to be verified with RAN2/3 exactly how the X2AP response will look like or if there will be any response at all.
1.	When a threshold value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the SeNB to MeNB. The Counter Check Request message indicates the PDCP COUNT value(s) (which reflect amount of data sent and received) of the radio bearer(s).
2a.MeNB constructs Counter check messge according to the received Counter Check message.
2b. The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers. Different UE PDCP COUNT values are included within the Counter Check Response message.
3. If no PDCP COUNT included in the Counter Check Response message, MeNB transfers the result to SeNB and ends the counter check procedure.. Otherwise if there are PDCP COUNT value(s) included within the Counter Check Response message, The MeNB transfers the Counter Check Response message to SeNB. 
The MeNB may, if there are PDCP COUNT value(s) included within the Counter Check Response message, directly trigger SCG release procedure or  report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker. 
The MeNB may, after receiving a report message from the SeNB if the SeNB receives a counter check response that contains one or several PDCP COUNT values, then trigger SCG release procedure or report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.  

1. Proposal
It is proposed to include the pCR to the super CR.

***************************************start change*********************************************
X.2.7	Periodic local authentication procedure

SeNB may request the MeNB to execute a counter check procedure specified in clause 7.5 of this specification to verify the value of the PDCP COUNTs associated with DRBs offloaded to the SeNB. To accomplish this, the SeNB shall communicate this request, including the expected values of PDCP COUNTs and associated DRB IDs, to the MeNB over the X2-C.









4 

If the MeNB receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.






***************************************end change*********************************************
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