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Abstract of the contribution:

1, Introduction
This document is about the security protection on the PC3 interface between the ProSe Function and the UE. 
2, Discussion

According to SA2 ProSe TS 23303 v12.0.0 section 5.1.1.2, the PC3 interface between the ProSe Function and the UE is carried over user plane of UE, and hence is over IP. 
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According to SA2 ProSe TS 23303 v12.0.0 section 4.3.1, the PC3 interface is used to authorise direct discovery request and EPC level request, allocate ProSe Application Code for direct discovery, and define authorisation policy for direct discovery and direct communication.
2.1 PC3 security analysis

The discovery request/response needs to be encrypted and integrity protected. For authorising of the direct discovery request, the discovery request/response contains UE’s ID and the certain ProSe App ID/Code to be authorised. Through the interception of the user ID and the App ID the attacker can use the service illegally, or cause authorisation failure by tampering the ProSe App ID. Also, if the authorisation is successful, the discovery response will contain the validity timer, and the attacker can temper the ProSe service by interception it. 
Authorisation policy needs to be encrypted and integrity protected. The DPF (Direct Provisioning Function) in ProSe Function is used to provision the UE authorisation policy, which includes parameters allow the UE to use the ProSe service (TS 23303 v12.0.0 section 4.4.1.1). Through the interception of these parameters, the attacker can use the ProSe Service illegally or tamper the ProSe service.
The security requirement analysis for PC3: in order to protect the sensitive data and message on PC3 interface, the PC3 interface would need encryption and integrity protection. Since the PC3 is over IP, the security schema like IMS AKA can be re used as much as possible. 
2.2 The solution for keys establishment procedure for PC3 
The ProSe function can interact with the HSS to retrieve the authentication data in order to authenticate the UE for ProSe service. It is proposed that the ProSe function retrieves the ProSe AV from the HSS and performs AKA with ProSe UE to share IK’||CK’ with the Prose UE, and uses the IK’||CK’ as the integrity protection and encryption keys needed for PC3 security protection.
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1, The ProSe UE sends its IMSI to the ProSe Function in the registration request message.

2, The ProSe Function includes UE’s IMSI and the ProSe Function’s ID in the ProSe authentication data request message to the HSS to retrieve the ProSe authentication vector.

3, After the HSS derives CK||IK, the HSS derives CK’||IK’ =KDF (CK||IK, Prose Function ID,SQN( AK).

4, The HSS sends the AV including CK’||IK’ to the ProSe Function.

5, The ProSe function sends ProSe authentication request to the ProSe UE,

6, The ProSe UE authenticates the network, derives CK||IK, and then the UE derives CK’||IK’=KDF(CK||IK, Prose Function ID,SQN( AK)

7, The ProSe UE sends ProSe authentication response to the ProSe function, which authenticates the UE.

8, The ProSe Function sends the registration response message.

3, PCR

It is proposed to approve the following changes to TR 33.833 v040.

***
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6.1.2
Solution #6.2: Security for configuration data transfer

6.1.2.1
General

This solution addresses key issue #1.1 in the current specification and protects reference point PC3 in TS 23.303 [20]. The solution does hence not cover the case of provisioning ProSe APP configuration data directly from the ProSe APP server to the UE; a separate solution is needed to cover that case as well. This solution can solve the case when the ProSe APP server delegates the provisioning of its parameters to the ProSe Function. The ProSe APP server then transfers its ProSe APP configuration data to the ProSe Function over PC2, and the ProSe Function forwards also the ProSe APP configuration data to the UE over the PC3 reference points.

6.1.2.2
Overview of solution

The  UE is authenticated by using  Authentication and Key Agreement (AKA). The UE and ProSe Function are mutually authenticated using AKA procedures. After UE is authenticated, the reference point between UE and Prose Function is protected by IPSec. 

For Public-safety UEs that support certificates,  mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.

Editor’s note: Relationship between AKA and IPsec needs to explained. Applicability to visited networks is FFS.

6.1.2.X
Solution description: keys establishment procedure for PC3 
The ProSe function can interact with the HSS to retrieve the authentication data in order to authenticate the UE for ProSe service. The ProSe function retrieves the ProSe AV from the HSS and performs AKA with ProSe UE to share IK’||CK’ with the Prose UE, and uses the IK’||CK’ as the integrity protection and encryption keys needed for PC3 security protection.
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Figure 6.Y PC3 security protection keys establishment procedure
1, The ProSe UE sends its IMSI to the ProSe Function in the registration request message.

2, The ProSe Function includes UE’s IMSI and the ProSe Function’s ID in the ProSe authentication data request message to the HSS to retrieve the ProSe authentication vector.

3, After the HSS derives CK||IK, the HSS derives CK’||IK’ =KDF (CK||IK, Prose Function ID,SQN( AK).

4, The HSS sends the AV including CK’||IK’ to the ProSe Function.

5, The ProSe function sends ProSe authentication request to the ProSe UE,

6, The ProSe UE authenticates the network, derives CK||IK, and then the UE derives CK’||IK’=KDF(CK||IK, Prose Function ID,SQN( AK)

7, The ProSe UE sends ProSe authentication response to the ProSe function, which authenticates the UE.

8, The ProSe Function sends the registration response message.

Editor’s note: The Synchronization issue of the SQN and the HSS load are FFS.
Editor’s note: The Benefits of this solution need to be provided.

Editor’s note: The content of the AV needs to be provided.
***
END OF CHANGE 2
***
_1457186833.vsd
3,Derive IK’||CK’ using ProSe Function ID


ProSe UE


ProSe Function


HSS


1, Registration request (IMSI)


4, ProSe authentication data response
(ProSe AV, including IK’||CK’)


5,ProSe authentication request


6,Derive IK’||CK’ using ProSe Function ID


7, ProSe authentication response


8, Registration response


2, ProSe Authentication data request
 (IMSI, ProSe Function ID)



_1457186891.vsd
3,Derive IK’||CK’ using ProSe Function ID


ProSe UE


ProSe Function


HSS


1, Registration request (IMSI)


4, ProSe authentication data response
(ProSe AV, including IK’||CK’)


5,ProSe authentication request


6,Derive IK’||CK’ using ProSe Function ID


7, ProSe authentication response


8, Registration response


2, ProSe Authentication data request
 (IMSI, ProSe Function ID)



_1455022584.doc


Relay







U







-







GTP







U







-







GTP







Relay







U







-







GTP







PDCP







PDCP







Control







3 







PC







SGi







ProSe Fcn







1







L







2







L







IP







8







S







/







5







S







PDN GW







IP







U







-







GTP







1







L







2







L







IP







/







UDP







U







-







1







S







Uu







-







LTE







eNodeB







Serving GW







1







L







2







L







IP







/







UDP







1







L







2







L







IP







/







UDP







1







L







2







L







IP







/







UDP







1







L







MAC







RLC







1







L







MAC







RLC







Control







3 







PC







IP







UE







 












