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Abstract of the contribution:
Companion contributions proposed a new structure for clause 4 of TR 33.806 and content for clauses on an MME network product model and scope of MME SCAS. The present contribution states that also interfaces carrying 3GPP-defined protocols need to be covered by explicit requirements in the MME SCAS as far as Basic VulnerabilityTesting is concerned.
1. Pseudo CR
 (based on S3-140300)
Start of pCR
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Basic Vulnerability Testing Requirements

Editor's note: The WID clearly states “that the MME SCAS shall describe... Basic Vulnerability Testing activities”. But TR 33.805, clause 5.2.4.4, also states “As Basic Vulnerability Testing is universally applicable for all Network Product Classes, the requirements for this testing category are expected to be specified as a general SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes”. Nevertheless, BVT is included here as the present TR is meant to be used for the SCAS piloting activity, and there needs to be a place for BVT piloting. 

Editor's note: It is ffs how to structure the description of BVT requirements. 

NOTE: Clause 4.4.6 of the present document lists the interfaces that are in scope of the MME SCAS. This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in clause 6, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 
End of pCR

