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Abstract of the contribution: This contribution provides some analysis on the security threats related to MME software package integrity, and propose some requirements as countermeasures.
1. Introduction  

This contribution analyzed the security threats and requirements on MME software package integrity validation and hopes to trigger the security threats and requirements discussion of MME.
2. Analysis
Software for MME can be tampered with by attacker, implanted with malicious codes like virus or Trojan horses. In the software package installation or upgrade process, malicious codes can be executed on MME.
Attacker can get sensitive information on MME, get the administrator permission, or make MME unavailable, which will cause LTE network stop service.

Software integrity validation shall be supported.
3. Proposal

It is proposed to include the analysis below to TR 33.806.
4. pCR 
5.4.2.2 Security threats on MME software package integrity validation
Threat reference: to be done later

· Threat Category: to be done later
· Threat Description: Security threats exist from software package publication to install/upgrade. The attacker may tamper software package with virus code or Trojan horse, etc. In the software package installation or upgrade process, malicious codes can be executed on MME, which may result in attacks in the LTE network, including information disclosureand unauthorized use of network resources.
· Asset: Software, MME data and traffic such as network management data, interface configuration data, mobility management data, sensitive information, application software, hardware.

· Risk: Attacker can get sensitive information on MME, get the administrator permission, or make MME unavailable, which will cause LTE network stop service.

· Security Objectives: Software integrity validation shall be supported.
6.X Security requirements on MME software package integrity validation
Requirement name: Software integrity validation
· Requirement reference: to be done later

· Requirement Description: 
1) Software package integrity shall be checked in installation/upgrade stage.

2) MME shall support software package integrity validation, e.g. digital signature.

3) Tampered software shall not be executed if integrity check fails.
· Threat reference: Tx
· Test case:
Check if MME support software integrity validation in install/upgrade stage:

a) Install/upgrade software tampered with.

b) Install/upgrade software not tampered with.
· Requirement evidences: to be done later
***
END OF CHANGES
***
