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Abstract of the contribution: Analyse security requirements for one-to-many communication in ad-hoc mode.
1. Introduction
SA2 has made the interim conclusions for one-to-many communication on commons in solution c5, c6, c8(Ad-hoc mode). There is some initial security analysis and solution in the solutions. It is proposed to pre-provision the security key for the group communication in TR23.703 for c5,c6,c8. This could simplify the security processing while introducing some security requirements to this ad-hoc mode of one-to-many communication.
2. Proposal
pCR to the TR on ProSe.
********************************************start change***************************************

5.3.x Key issue #3.x: ProSe one-to-many communication in decentralised mode
5.3.x.1
Key issue details
It is proposed to pre-provision the security key in all the group members for the group communication in TR23.703 for c5,c6,c8. This pre-shared key may used directly or as basis for one-to-many communication of decentralised mode.The authentication between ProSe UEs may be implicit in this decentralised mode communication to reduce the number of authentication procedures. 
The security key for group members needs to be able to be distributed or updated to support creation and modifications of groups. This modification or distribution process needs to be straight-forward and efficient to allow groups in a public safety network to be reasonably dynamic.  
NOTE：Pre-provisioned key is one option for security and it does not exclude any other options. 
5.3.x.2
Security threats
The pre-shared key is the basis of the group communication. In case the attacker gets hold of the pre-shared key stored in the ProSe UEs, then the attacker would be able to eavesdrop and/or modify the communication data on multicast mode which is protected using this pre-shared key.
In case the key is used for a sufficient long time, the attacker may deduce some information on security key from the received protected data. Then the attacker may obtain the original content sent in multicast mode.
5.3.x.3
Security requirements
The provisioned key should be securely stored in the ProSe UE；
The security key should not be used when required by the group manager, its lifetime expires or when it is considered to be not secure any more.
**********************************************end change***************************************

