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Abstract of the contribution: This document presents some details for ProS discovery.
1 Introduction

This document brings more details for section 6.2.2 “Solution #2.2: Security for ProSe discovery”. 
2 Discussion

2.1 Key allocation at Registration phase
UE and ProSe Function should perform mutual authentication at registration phase. Such mutual authentication was agreed in section 6.1.2, and regisitration to ProSe Function can be found in SA2 TR 23.703 solution D4, D8 and D11. 
After the mutual authentication, UE and ProSe Function can share a secret, from which UE and ProSe function can derive subkeys. The subkeys will be used for Discovery Request and Discovery Response integrity protection and verification, in case of discovery with network interaction. The message flow is given in Figure 1.

This will answer the Editor’s note below:
Editor’s note: It is FFS how the secret gets into the Prose function
For UEs belonging to a group, a group key can be sent to UE in Step 5 of Figure 1 and the message can be protected by Kp1. Only UEs belonging to the same group will be allocated the group key.
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Figure 1. Key allocation at registration Phase.
For UEs belonging to a group and participating in discovery without network interaction, they may use the group key for discovery integrity protection and verification.

2.2 Clarification for a Editor’s note 

The following Editor’s note was given in section 5.2.3.3,

Editor’s note: These requirement may be reworded to avoid redundancy

There are four requirements given in this secion. The comment received in SA3#73 was about the first two requirements. We have modified the second requirement by removing the message integrity check part thus these two requirements are clearly for different purposes: The first requirement is about integrity protection of discovery messages and the second is about verification of source authenticity.
Conclusion: the Editor’s note should be removed.

3 Proposal
We propose SA3 to approve the following change to TR 33.cde. 
********************** 1st CHANGE ***************************
5.2.3.3
Security requirements

The discovery request and discovery response messages should be integrity protected.

The entity which receives the discovery request or discovery response message should be able to verify the source authenticity. 

Replay protection on discovery request and response messages should be provided.

Authorization and verification of UE that requests or responds for discovery should be provided.

********************** 2nd CHANGE ***************************
6.2.2
Solution #2.2: Security for ProSe discovery

6.2.2.1
General

This section provides a security solution for ProSe discovery procedure in Key issue #2.3.

6.2.2.2

Potential security solutions for security requirements given in section 5.2.3.3 are discussed below.

1. Without network interaction, as shown in Figure 6.2.2.2-1:

a. UEs participating in discovery can share a pre-configured secret. The UEs can derive session keys from the secret to protect and verify the discovery request and response messages.

b. UE may be allocated a certificate for discovery use which can be verified by the other UEs with or without network support.
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Figure 6.2.2.2-1: Secure discovery procedure, without network interaction.

Editor’s note: If certificates are used, then revocation etc need to be considered

2. With network interaction, as shown in Figure 6.2.2.2 2:

a. UE and network entity (e.g. ProSe Function) share a secret such that UE and the network entity can perform integrity protection and verification of the discovery request and response messages. 

UE and ProSe Function should perform mutual authentication at registration phase. Such mutual authentication was agreed in section 6.1.2, and regisitration to ProSe Function can be found in SA2 TR 23.703 solution D4, D8 and D11. 

After the mutual authentication, UE and ProSe Function can share a secret, from which UE and ProSe function can derive subkeys. The subkeys will be used for Discovery Request and Discovery Response integrity protection and verification, in case of discovery with network interaction.
  

NOTE: when UE only interacts with eNB and/or MME, the current SAE/LTE security may be sufficient.
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Figure 6.2.2.2-2: Secure discovery procedure, with network interaction.

Editor’s note: This section may need to be aligned with SA2 and RAN2 decisions once these are made.
**********************END OF CHANGE***************************
