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Abstract of the contribution: Analyze and propose security solution for prose group communication.
1
Introduction

In ProSe services, as well as one to one communication, the Prose Group communication is one of the important potential scenarios. Therefore, in this contribution security solution for ProSe group communication is suggested. 
2 
Proposal
The following text is proposed for inclusion in the TR 33.cde to support security protection for Proximity based Services group communication. 
3
PCR 

*** 1st Change ***
6.x
Solution x: Security for Prose Group communication 
6.x.1
General

This solution addresses key issues on one-to-many in the current specification and protects reference point PC5 in TR 23.703 [4]. 
6.x.2
Authentication for ProSe group communication 
The ProSe enabled UEs for group communication shold be authenticated to get the Group ID and Group Key.  After the UEs for group communication  are authenticated and registered ProSe Function,  UEs can get Prose Group Key. For public safty the secrete value can be used for verification for public safty. 
To authenticate each other for ProSe Group members, mutual authentication should be used  

6.x.3
Key generation for ProSe group communication  
After the UE is authenticated and registered ProSe Function, UE can receive the group join request or broadcast message for Prose Group communication. The Group Key is generated in HSS and can be registered ProSe function.  

6.x.4
Key distribution for ProSe group communication  
The ProSe group key is distributed integrity protected and confidentially protected. After ProSe group communication request is completed successfully, prose group session key is delivered to UE and the encryption key and integrity key for group communication is delivered to UE. 
